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Présentation générale 
Créé en 1992, le département "Réseaux, Sécurité et Multimédia" (RSM) est situé sur le 

campus de Rennes de TELECOM Bretagne et compte, au 31 décembre 2008, 14 enseignants-
chercheurs, 51 doctorants et 9 ingénieurs experts. 

Le domaine d’activités de RSM recouvre tous les aspects de l’enseignement et de la 
recherche en réseaux, tout particulièrement les technologies IP (Internet Protocol), les réseaux 
et services de mobiles et la sécurité des réseaux et des systèmes d'informations. 

Le département RSM a des partenariats locaux, nationaux et européens avec des 
centres de recherche, des industriels et opérateurs de télécommunications français et des 
industriels européens. En outre RSM est associé aux équipes de recherche «Réseaux» des 
autres écoles de l'institut TELECOM par le biais de projets RNRT et de projets incitatifs 
internes. 
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Activités d’enseignement 
Le département RSM assure la responsabilité de l’enseignement du domaine 

« réseaux » pour la formation d’ingénieur généraliste et la formation par apprentissage. 

Formation d’ingénieur généraliste 

Au semestre 1 de la formation d’ingénieur généraliste, le domaine « réseaux » 
comporte une UV (unité de valeur), représentant 42 heures de cours et travaux dirigés, qui 
introduit les concepts fondamentaux des réseaux et dresse un panorama des différents types de 
réseaux de télécommunications. Elle est entièrement prise en charge par le département. 

Au semestre 2, le domaine « réseaux » est structuré en majeure et mineure comme 
chaque domaine de l’école. La mineure contient une UV de 84 heures intitulée « Principes des 
réseaux ». La majeure contient deux UVs de 84 heures, l’une traitant des « Protocoles et 
architectures des réseaux » et l’autre de la « mise en oeuvre des réseaux ». Le département 
RSM assure la définition du contenu et la plupart des enseignements ; les départements 
Optique, « Signal et Communication » et Informatique participent à ces deux UVs de 
majeure.  

Le département RSM est responsable de la filière « Systèmes logiciels et Réseaux » de 
3ème année sur le campus de Rennes. Cette filière a été créée à la rentrée scolaire 2005 et 
contient trois grands parcours : « services et réseaux multimédias », « services et réseaux de 
mobiles », « sécurité des réseaux et des systèmes d’information ». La filière est organisée en 5 
UVs de 60 heures dont trois sont communes aux différents parcours : « Systèmes logiciels 
distribués », « Services et Réseaux Innovants », « Mise en œuvre des réseaux ». Deux UVs de 
60 heures sont spécifiques à chaque parcours. Une UV traite des aspects architecture et 
protocole, l’autre UV traite des aspects ingénierie. 

Depuis l’année scolaire 2006-2007, un effort particulier a été fait pour offrir aux 
élèves-ingénieurs la possibilité de parcours mixtes avec la filière « Ingénierie des Services et 
des Affaires » : il leur est possible de construire un programme spécifique en associant des 
UVs « réseaux » et des UVs « affaire ». 

Formation d’ingénieur par apprentissage 

Le département est très impliqué dans la filière d’ingénieur spécialisé en informatique, 
réseaux et télécommunications. Cette formation se fait par alternance en apprentissage. 

En première année, le département assure la responsabilité de 3 modules de 24 heures 
chacun. En deuxième année, il assure 4 modules représentant un total de près d’une centaine 
d’heures. En troisième année, il assure également 4 modules communs aux deux options 
« informatique et réseaux » et « réseaux et télécommunication » pour un total de 70 heures. 

Afin de faire profiter les étudiants des travaux pratiques réseaux mis en place par le 
département, ceux-ci font un séjour à Rennes en 2ème année. Celui-ci a duré quatre semaines 
en avril-mai 2008. 
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Mastères spécialisés et diplôme national de master 

Deux mastères spécialisés sont proposés sur le campus de Rennes par le département 
RSM : « réseaux et services de mobiles » et « sécurité des systèmes d'information ». Ce 
dernier est fait en partenariat avec l’école supérieure d’électricité (Supélec). Le mastère RSM 
a été classé premier en 2008 par SMBG dans la catégorie "Nouvelles technologies - Télécoms 
et réseaux" (http://www.smbg.fr/etudiants-recherches-formation/classement.php). Les 
trophées SMBG récompensent, parmi plus de 400 formations classées par SMBG, les 100 
responsables de masters, MS ou MBA, qui ont obtenu les meilleures notes de retour de 
satisfaction de la part de leurs étudiants, interrogés lors de l'élaboration du classement SMBG. 
Ils sont ainsi récompensés pour la qualité de leurs méthodes pédagogiques et managériales. 

Le département coordonne également le mastère spécialisé « Réseaux et Systèmes 
d'Information pour les Entreprises » élaboré conjointement avec l’Institut Technologique 
Autonome de Mexico (ITAM). 

Le département participe également au diplôme national de master recherche en 
informatique pour lequel TELECOM Bretagne est cohabilité avec l’université de Rennes 1. 

A la rentrée scolaire 2008, un nouveau mastère professionnel destiné à des étudiants 
étrangers a été ouvert. Il porte sur la convergence des réseaux et s'intitule « Design and 
Engineering of Convergent Networks » (Conception et ingénierie des réseaux convergents). 

Formation continue 

Le département RSM contribue à la formation continue à travers la définition de 
nouveaux programmes et modules de formation dans tous les domaines liés aux réseaux : 
réseaux TCP/IP, systèmes mobiles et sans fils, sécurité des systèmes d’information.  

L’année 2008 a été marquée par de nombreux cours donnés dans le domaine mobile et 
la sécurité des réseaux. Des sessions portant sur la téléphonie sur IP et sur l’IMS (IP 
Multimedia Subsystem) ont été créées ou enrichies en 2008. 
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Activités de recherche 
Le département RSM (Réseaux, Sécurité, Multimédia) est organisé en 3 projets de 

recherche structurants, « GERME », « PRATIC » et « SERES » et participe au projet de 
recherche « CAMA » (Composants pour Architecture Mobiles Adaptables) coordonné par le 
département Informatique. 

La recherche se fait dans le cadre de contrats industriels bilatéraux, de projets des 
pôles de compétitivité Images et Réseaux et Mer, de projets ANR, de thèses financées par la 
région Bretagne et de thèses CIFRE ainsi que dans le cadre de projets et réseaux d’excellence 
européens.  

 

LISTE DES PROJETS STRUCTURANTS 

Programme 2 : Réseaux de communication mobile 

GERME : J.M. Bonnin 

Gestion de ressources et mobilité dans les réseaux radio 

 

Programme 4 : Internet et WEB 

PRATIC : L. Toutain 

Protocoles réseaux et architectures pour les technologies innovantes de communication 

SERES : F. Cuppens 

Sécurité des réseaux et des applications réparties 

 

Thèmes de recherche 

Projet Germe 

Les transmissions sans fils se généralisent en télécommunication, soit comme 
technique d'accès à des réseaux filaires, soit comme support d'interconnexion permettant la 
constitution de réseaux autonomes (réseaux ad-hocs). Il est possible de combiner ces deux 
utilisations pour réaliser des réseaux hybrides. Deux questions cruciales se posent dans ce 
contexte : comment gérer la ressource radio (fréquence, temps, code, puissance,… ) en 
fonction du service demandé par l'usager et des réseaux environnants, quelle architecture de 
protocoles définir pour permettre à un terminal d'utiliser différents réseaux d'accès sans 
rupture en cas de passage de l'un à l'autre ? Les travaux du projet GERME portent sur les 
éléments de réponses à apporter à ces deux questions. De cette problématique découlent 

- 6 - 



d'autres axes de recherche considérés par le projet : comment faire coopérer les différents 
réseaux d'accès, comment optimiser les couches protocolaires non pas en les considérant 
chacune indépendamment mais conjointement (cross-layer optimisation) ? 

De nombreux projets ont porté ces dernières années sur les protocoles de gestion de la 
mobilité au niveau liaison (très orientés technologie) ou au niveau réseau (plus portés sur les 
environnements hétérogènes). Depuis fin 2007 nous privilégions les applications dans le 
domaine des transports intelligents qui posent des problèmes spécifiques qu'il faut résoudre 
pour pouvoir utiliser les mêmes bases technologiques que dans l'environnement Internet.  

Un important travail a été réalisé cette année pour achever le déploiement et rendre 
opérationnelle la plate-forme européenne ANEMONE. Sur la base du travail réalisé dans le 
cadre du Labo4G (financement des collectivités locales), le réseau d'expérimentation 
ANEMONE et les services associés ont été mis en place dans le cœur de réseau. Un effort de 
communication externe (journée ANEMONE à Rennes, matinale 4G de Rennes Atalante, 
interviews à des radios) et plusieurs publications et démonstrations ont permis de démontrer 
l'intérêt de cet outil et de le faire connaître.  

Le projet collaboratif REMORA (ANR/RNRT) sur les réseaux mobiles a été achevé. Il 
a permis le développement d'une architecture de gestion des communications pour les réseaux 
mobiles. Elle permet aux applications embarquées d'interagir avec un intergiciel qui s'occupe 
de gérer et les interfaces de communications et les ressources. Ce dernier prend aussi en 
compte les contraintes opérationnelles définies par les opérateurs et fournit aux applications 
suffisamment d'informations pour leur permettre d'adapter leur comportement aux conditions 
réseaux.   

Le projet industriel WiFi - WiMAX portant sur le handover rapide en environnement 
hétérogène sécurisé (CRE contrat industriel avec France Télécom R&D Rennes) s'est achevé. 
Dans ce cadre, nous avons développé un modèle reprenant les échanges protocolaires d'entrée 
dans le réseau pour les couches WiFi et WiMAX (signalisation comprise) dans notre 
simulateur maison appelé SimulX.  

Le projet WiNEM (ANR/RNRT) en commun avec le projet PRATIC nous permet de 
continuer le développement de cet outil de simulation pour le mettre à disposition de la 
communauté.   

Le projet LoCoSS (PRIR Région Bretagne), dont nous avons la responsabilité, a déjà 
permis plusieurs publications communes traitant de l'utilisation transparente et opportuniste 
des réseaux publics pour offrir aux services de secours des services avancés (vidéo, carte 3D, 
...). Il entre dans la phase d'intégration des contributions des différents partenaires 
(localisation indoor, bases de données géolocalisée, communications) et des démonstrations 
seront conduites l'année prochaine. 

Nous sommes impliqués dans plusieurs autres projets des pôles Mer (IP Extreme) et 
Images & réseaux (Locomotive, NextTV4All) ainsi que dans l'encadrement de thèses 
financées par la région Bretagne (MoShi, Op WiMax).  

Sur notre lancée, nous avons continué à développer notre activité autour des transports 
intelligent en étant investis dans plusieurs comités de programme ainsi que dans le conseil 
scientifique du GIS ITS Bretagne. Nous participons par ailleurs à une commission Systèmes 
Embarqués du pôle Automobile Haut de Gamme.  
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Notre implication dans les organismes de standardisation s'est maintenue à un niveau 
élevé, nous participons au groupe de travail 16 du comité technique 204 de l'ISO qui 
développe une architecture de communication pour apporter la connectivité Internet à 
l'intérieur des véhicules. Bien que coûteuse en temps, cette implication nous permet de nouer 
des contacts importants dans la communauté des transports intelligents et plus 
particulièrement des véhicules intelligents. Cette dernière comprend aujourd'hui peu de 
spécialistes des couches réseau et transport et il y a une forte demande d'expertise dans ce 
domaine dans les projets européens traitant des ITS.  

Nous continuons par ailleurs à nous investir à l'IETF dans les groupes ayant trait à la 
gestion de la mobilité et à la multi-domiciliation. Par ailleurs nous y défendons des solutions 
de compression d'en-tête permettant de limiter la surcharge protocolaire liée à l'utilisation d'IP 
sur les liens radio.  

Les membres de l'équipe sont régulièrement sollicités par des industriels pour des 
missions d'expertises ponctuelles.  

Quatre thèses ont été soutenues cette année, dont plusieurs en collaboration avec des 
industriels.  

La Thèse de Mohamed Kassab s'effectuait en cotutelle avec l'ENSI (Tunis). Ses 
travaux ont constitué une part importante du projet industriel WiFi-WiMAX. Ils portaient sur 
la gestion des handovers au niveau liaison en environnement hétérogène. Des outils pour 
l'optimisation du rétablissement des contextes ont été analysés pour différentes architectures 
de réseau. Une application au handover WiFi sécurisé et à la gestion de la qualité de service 
en milieu hétérogène (WiFi - WiMAX dans notre exemple) a été proposée.  

La thèse d'Issam Mabrouki s'effectuait dans le cadre d'un contrat CIFRE avec 
Mitsubishi Electric, elle a été soutenue en décembre 2008. Les travaux ont porté sur le routage 
totalement aléatoire dans les réseaux de capteurs de type collecte de données. L'analyse a été 
menée en utilisant la théorie de la marche aléatoire et a permis d'obtenir l'expression des 
délais moyens de collectes et d'énergie consommée. Les performances d'un routage sont 
naturellement nettement inférieures à celles de routages plus sophistiqués mais restent 
acceptables pour de nombreuses applications et ont l'avantage de bien répartir la 
consommation entre les noeuds du réseau. 

La thèse d'Anis Zouari s'effectuait dans le cadre d'un contrat CIFRE avec Orange Labs 
(Rennes). Elle a été soutenue en janvier 2009. Le travail portait sur l'intégration de la gestion 
de la qualité de service dans l'architecture de gestion de la décision de handover développée 
par ailleurs au sein d'Orange Labs. L'intérêt du couplage est de conditionner la décision de 
handover à la disponibilité effective de la ressource. Les simulations ont montré une faible 
surcharge de signalisation et un taux d'échec de handover réduit.  

La thèse de Fabien Allard s'effectuait dans le cadre d'un contrat CIFRE avec Orange 
Labs (Issy). Elle a été soutenue en janvier 2009. L'objectif du travail était de proposer une 
solution de handover de niveau réseau (IP) dans un environnement sécurisé de type PANA ; 
dans cet environnement, la sécurité s'effectue au niveau IP en utilisant IPsec contrairement au 
contexte de la thèse de Mohamed Kassab où la sécurisation s'effectue au niveau liaison. Une 
solutions à base de transfert de contexte a été proposée et comparée avec des solutions 
utilisant la pré-authentification. Il en ressort que la première est plus efficace en terme de 
signalisation, de délai et d'implication du mobile. Elle est par contre plus difficilement 
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applicable au handover inter domaine.  
 

Un effort important a été consenti cette année par les membres du projet pour publier 
en revue et dans des conférences majeures. Outre les articles importants en revue (1) et dans 
des conférences majeures (1 GlobeCom, 2 WCNC, 1 CCNC, 4 VTC) publiés en 2008,  deux 
articles de revue ont déjà été acceptés pour une publication en 2009 et trois chapitres de livre 
paraîtront en 2009.  

Projet Pratic 

Le projet structurant PRATIC traite des problématiques IP. Les premiers travaux ont 
contribué à la standardisation du protocole IPv6 à l'IETF. Depuis plusieurs années, tout en 
continuant à travailler au déploiement d'IPv6, nous avons entamé un recentrage sur les 
réseaux domestiques au sens large puisqu'il consiste, non seulement à traiter la partie réseaux 
dans l'habitat (en étudiant notamment les aspects routage, qualité de service, facturation) mais 
également à englober la partie réseau d'accès et cœur pour définir les mécanismes 
d'authentification et les architectures résistantes au facteur d'échelle. 

Pour le premier axe, nous souhaitons augmenter la capillarité du réseau en allant vers 
les réseaux de capteurs. Ces réseaux, prémices des objets communicants, ont été peu abordés 
du point de vue IP. L'IETF étudie actuellement les aspects adaptation des données sur des 
supports ayant des contraintes énergétiques fortes et des débits limités ; ces problématiques 
sont abordées par le groupe de travail 6LoWPAN. Les aspects routage sont quant à eux 
discutés dans le groupe ROLL. Nous proposons une solution permettant de s'affranchir d'IPv6 
sur le lien radio tout en gardant une compatibilité avec les applications actuelles. Nous 
travaillons également sur les aspects routage dans le réseau domestique avec la supervision de 
deux thèses, la première, portée par un contrat industriel avec France Telecom, concerne 
l'utilisation de MPLS pour prolonger dans le réseau domestique les circuits de données 
provenant de l'opérateur (VoD,...) et étudier les conditions de reroutage rapide en cas de 
dégradation des liens. La seconde thèse, dans le cadre d’une convention CIFRE avec France 
Télécom, reprend principalement les mêmes hypothèses, mais suppose des réseaux ad-hoc 
multi-technologies. En collaboration avec le projet structurant SERES, nous travaillons 
également aux architectures permettant la sécurisation des réseaux domestiques, en particulier 
pour offrir un partitionnement des applications distribuées et éviter qu'une faille se propage à 
l'ensemble des services. Ces travaux trouvent un écho dans le projet ANR AFANA dans 
lequel nous étudions les paradigmes réseau pouvant être mis en oeuvre dans les réseaux sur 
puce (NoC). Les NoCs doivent satisfaire des contraintes proches des réseaux de capteurs en 
ce qui concerne le routage, en particulier pour prendre en compte les contraintes énergétiques 
ou la qualité de service, tout en imposant des limitations fortes sur la topologie ou la 
composition du réseau. Nous étudions les mécanismes de reroutage dans les NoCs pour 
prendre en compte les défaillances mais également la reconfiguration totale du NoC. 

Pour le deuxième axe, qui concerne les interactions avec le ou les réseaux d'opérateur, 
deux aspects sont envisagés, le premier concerne l'architecture IMS (plus généralement 
TiSPAN). Dans le projet Systermin@l, nous avons défini les interactions pour permettre la 
mise en place de services à l'intérieur du réseau de l'utilisateur, et rendre possible d'y accéder 
à distance, tout en garantissant une personnalisation des données suivant l’usager y accédant. 
Nous travaillons également à la gestion de la QoS dans ce type d'architecture et les aspects 
multi-domiciliation. Ces réflexions sont étendues au coeur de réseau et au réseau d’accès dans 
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le cadre du projet NextTV4all où l’on considère les problématiques de routage mettant en 
oeuvre de la qualité de service dans un contexte multi-coeur IMS, multi-terminal et multi-
opérateur. 

Ces travaux alimentent une réflexion à plus long terme pour la définition de l'Internet 
du Futur où nous nous plaçons dans une optique en continuité avec l'existant pour faire 
évoluer l’architecture de l’internet et l’adapter aux besoins applicatifs. Les travaux sur la 
multi-domiciliation peuvent être étendus pour choisir l’architecture adéquate. Les réseaux de 
capteurs permettent d'explorer des hypothèses nouvelles pour les réseaux Internet (connexions 
intermittentes au réseau, mobilité, ...). L'architecture IMS offrant une gestion, complexe, de 
l'identité alors que cette fonction est traditionnellement supportée par l'adresse.  

Les collaborations internationales entamées les années précédentes se sont poursuivies 
en Asie par le biais du projet Tiny6 avec l'Inde, la Corée et la Chine dans le cadre du 
programme STIC-Asie (Sciences et Technologies de l’Information et de la Communication) 
soutenu par le Ministère des affaires étrangères et du projet ARAMI6 dans le cadre du 
Partenariat Hubert Curien franco-taiwanais « Orchid ». 

Le projet Tiny6 a permis de bien définir la thématique IPv6 et réseaux de capteurs. Un 
tutoriel d’une journée sur cette thématique a été conçu. Il a été présenté pour la première fois 
à la conférence NCC2009 à Guwahati (Inde). Nous avons également publié un draft à l’IETF 
sur la suppression du mécanisme de découverte de voisins (Neighbor Discovery) dans les 
réseaux de capteurs. 

Le projet ARAMI6 a été déposé auprès de l’EGIDE en collaboration avec National 
Ilan University (NIU) de Taïwan. Bien qu’il ne soit pas officiellement accepté, les retours que 
nous avons eus sont positifs et nous avons commencé à travailler sur le thème. Le but est 
d’étudier la création de services sur une architecture IMS en profitant de fonctions d’IPv6 
comme la gestion de la multi-domiciliation. Nous regardons également les aspects qualité de 
service. Notre but est également de valoriser dans cette architecture nos travaux sur 
l’intégration d’IPv6 en étudiant la possibilité d’utiliser le mécanisme Softwires (défini les 
années précédentes) qui sera bientôt publié en RFC à l’IETF. 

Les différents projets NextTV4All, Systermin@l et ARAMI6 nous permettent d’avoir 
une expertise dans les couches de l’IMS (Internet Multimedia Subsystem) et plus largement 
TiSPAN (Telecommunications and Internet converged Services and Protocols for Advanced 
Networking) qui sont en rapport avec les objectifs des PRATIC, à savoir, le NASS (Network 
Attachment Subsystem) sur lequel nous travaillons pour intégrer les mécanismes de transition 
et le RACS (Resource Admission Control Subsystem) pour la gestion de la qualité de service 
dans le réseau de l’opérateur et  inter-opérateur. Nous regardons également, par le biais du 
projet Systermin@l,  comment intégrer des équipements non IMS dans l’architecture. Ces 
travaux demandent une connaissance complète de l’architecture. Nous travaillons en 
collaboration avec le projet structurant SERVAL sur les aspects services. Nous sommes 
également experts dans le projet Im@gin’lab sur les aspects IMS. 

Nous continuons à développer des études mathématiques sur les performances des 
réseaux, en prenant en particulier en compte la non-coopération entre les différents 
utilisateurs. Un projet ANR sur le thème de la compétition entre fournisseurs d'accès réseaux 
(éventuellement avec différentes technologies) vient d'être lancé. Ce thème fait également 
l'objet d'une collaboration active au niveau européen via le réseau d'excellence EuroNF. 
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Par ailleurs, nous continuons à étudier les problématiques associées à la couche 
transport et au contrôle de congestion dans les réseaux IP. D’une part, nous nous focalisons 
sur les performances des protocoles TCP et SCTP et ses possibles améliorations dans des 
contextes spécifiques (WiMAX, très hauts débits…). Un draft sur cette thématique est en 
cours de discussion à l’IETF . D’autre part, dans le cadre d’une thèse nous commençons à 
aborder le problème de la congestion dans le contexte DTN. 

Projet Seres 

Dans le contexte des grandes infrastructures de traitement de l'information, il est 
nécessaire de disposer de mécanismes de sécurité performants pour garantir la confidentialité 
et l’intégrité des données tout en assurant les engagements en terme de qualité de service et de 
disponibilité. Le projet SERES s’intéresse aux mécanismes visant à assurer la protection 
contre des malveillances internes ou externes ainsi qu’aux techniques permettant de détecter 
ces malveillances. Les thèmes étudiées concernent plus particulièrement les points suivants : 
(1) Expression de besoins, politiques et propriétés de sécurité, (2) Protection des réseaux et 
des applications réparties, (3) Analyse de vulnérabilités et détection d'intrusion. Les activités 
menées dans le cadre de ce projet seront de types : (1) Modélisation et formalisation des 
concepts, (2) Conception, développement et validation d'architectures et de logiciels sûrs et 
d'outils pour administrer la sécurité, (3) Expérimentation et évaluation de ces architectures, 
logiciels et outils. 

Expression de politiques de sécurité 

Les travaux visant à étendre l’expressivité du modèle OrBAC et les fonctionnalités du 
prototype MotOrBAC se poursuivent dans le cadre des projets ANR Polux et Fluor. Il s’agit 
notamment d’intégrer des exigences de contrôle d’accès et de contrôle de flux dans le modèle 
OrBAC en utilisant des contextes particuliers permettant de contrôler les transferts de 
domaines. Nous avons également défini un modèle général de délégation et de révocation de 
droits et montrer que ce modèle est plus expressif que les autres modèles existants (thèse en 
co-tutelle avec SupCom Tunis). Enfin, nous avons formalisé un modèle riche d’expression 
d’obligations, permettant notamment de spécifier des obligations avec délais, des obligations 
continues et des obligations de groupes. Ce formalisme permet d’étendre le modèle OrBAC 
pour exprimer des politiques de sécurité intégrant des exigences de contrôle d’usage (contrôle 
avant, pendant ou après l’utilisation de ressource). 

Méthodologie de déploiement de politiques de sécurité. 

Le prototype MotOrBAC repose sur une architecture modulaire qui permet d’intégrer 
simplement de nouvelles fonctionnalités pour déployer une politique de sécurité sous forme 
de plugins. Nous avons notamment formalisé le déploiement de politiques de sécurité 
dépendant de conditions contextuelles (pouvant dépendre par exemple de conditions 
temporelles, spatiales ou de l’occurrence d’une intrusion). Dans ce cas, MotOrBAC peut être 
utilisé pour gérer les conditions contextuelles et redéployer dynamiquement la politique 
lorsque le contexte change. Nous avons développé un autre plugin permettant de traduire des 
exigences OrBAC dans le langage d’expression de droits XACML normalisé par l’OASIS. 
Ces travaux sont en cours d’intégration dans l’architecture XENA de négociation de 
politiques de sécurité développé dans le cadre du projet RNRT Politess. Nous étudions 
actuellement le déploiement d’exigences de contrôle de flux sur des mécanismes de 
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cloisonnement par domaine tels qu’implantés actuellement dans certaines versions sécurisées 
de Linux, en particulier Security Enhanced Linux. 

Mise en œuvre de la sécurité. 

Les travaux réalisés dans le cadre d’une thèse financée par le programme initiative « 
Réseaux autonomes et spontanés » supporté par l’Institut TELECOM concernent 
l’interopérabilité entre organisation ayant des politiques de sécurité différentes. Les 
réalisations ont porté sur la gestion sécurisée de l’interopérabilité basée sur la définition de 
contrats. Cette notion de contrat combinée à un mapping ontologique permet de dériver la 
politique d’interopérabilité entre organisations et a été intégrée dans O2O (Organization to 
Organization), une extension du modèle OrBAC. Par ailleurs, nous travaillons sur la 
sécurisation d’applications en utilisant les techniques de tissages d’aspects issues de 
l’approche AOP (Aspect Oriented Programming). Cette approche est effective, chacun des 
aspects tissés dans une application correspondant à un appel à l’API de MotOrBAC de 
manière à réaliser les contrôles de sécurité nécessaires. 

Distribution sécurisée de contenus. 

Dans le cadre du projet P2Pim@ges supporté par le pôle de compétitivité « Images et 
Réseaux », nous étudions la mise en œuvre des besoins de sécurité dans les systèmes pairs à 
pairs (P2P). Le contrôle de la distribution des contenus s’appuie sur des techniques de DRM 
(Digital Right Management) via la mise en œuvre des modèles OPA (Onion Policy 
Administration) et FORM (Federated Right Expression Model). Cette approche est intégrée 
dans la plate-forme Protekto qui combine les fonctionnalités de gestion des identités reposant 
sur des mécanismes d’authentification unique (Single Sign On) et de gestion des autorisations 
d’accès aux contenus et de distribution  de ces contenus. 

Sécurité des réseaux. 

Dans le cadre des travaux sur le développement de services à travers la passerelle 
Parlay/Parlay X., le service de localisation constitue un des nouveaux services à valeur 
ajoutée phare pour les opérateurs. Le traitement de la vie privée pour ce service est au  centre 
des exigences. Un meilleur traitement de pseudonymes a été proposé et intégré dans une 
architecture de gestion de la vie privée pour les services composés. Pour ce qui est de la 
sécurité dans les réseaux domotiques, les travaux reposant sur l’utilisation d’IPv6 pour le 
confinement de services ont abouti à la rédaction d’un brevet qui a été soumis à l’INPI. Ces 
travaux sont menés en collaboration avec le projet structurant Pratic dans le cadre d’une thèse 
financée par la région Bretagne. Par ailleurs, nous avons proposé de nouveaux mécanismes 
d’évaluation de la réputation pour la gestion de groupes dans les réseaux ad-hoc et montré 
leur efficacité par rapport aux mécanismes existants. 

Détection d’intrusion et techniques de réaction. 

Ces travaux menés dans le cadre du projet européen CELTIC/RED s’intéressent à la 
conception d’une plate-forme de supervision permettant de construire un diagnostic 
suffisamment précis de l’intrusion détectée pour pouvoir ensuite activer une réaction adaptée 
à cette intrusion. La plate-forme de supervision est basée sur trois niveaux de réaction : (1) le 
niveau inférieur reposant sur un diagnostic de bas niveau et l’activation de réaction sous 
forme d’actions « réflexes », (2) le niveau intermédiaire basé sur un diagnostic s’appuyant sur 
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les techniques de fusion et de corrélation développées dans CRIM (Corrélation et 
reconnaissance d’intentions malveillantes) et l’activation de réactions ayant pour but de 
bloquer l’intrusion et (3) le niveau supérieur correspondant au redéploiement de la politique 
de sécurité : activation automatique des règles de sécurité OrBAC permettant de faire face à 
l’intrusion et reconfiguration des composants de sécurité pour prendre en compte ces règles de 
sécurité. Dans le cadre d’une bourse CIFRE menée en collaboration avec Alcatel-Lucent, 
nous avons défini un modèle pour mesurer l’impact d’une intrusion ainsi que les 
conséquences d’une réaction. Dans le cadre d’une autre bourse CIFRE en collaboration avec 
Orange Labs, les travaux actuels portent sur la gestion des dépendances entre services. Ces 
différents travaux ont un objectif commun, à savoir la sélection de la réaction la plus adaptée 
pour faire face à une intrusion. 

Conception et test de politiques de sécurité. 

Ces travaux menés dans le cadre du financement de la thèse région SETEQUI visent 
principalement à développer des techniques automatiques de test de l’implantation des 
mécanismes de sécurité. Les travaux ont permis de définir la différence entre test fonctionnel 
et test de sécurité et d’étudier plusieurs critères de génération de test à partir d’un modèle de 
contrôle d’accès. Ces critères ont été comparés sur des cas d’étude expérimentaux, l’efficacité 
des tests étant mesurée grâce à une adaptation de l’approche par mutation (injection de fautes 
dans un programme). Pour être indépendant du langage de contrôle d’accès utilisé (BAC, 
DAC, RBAC, OrBac), on utilise une technique d’ingénierie dirigée par les modèles pour 
exprimer la sémantique des erreurs de sécurité à plus haut niveau (à l’aide d’un méta-modèle 
étendu avec une sémantique opérationnelle).  

Comme la démarche se veut préventive (conception pour la sécurité), on propose des 
solutions pour insérer automatiquement des mécanismes de sécurité dans le code (techniques 
d’Aspect-Oriented Programming), pour transformer semi-automatiquement des tests 
fonctionnels existants en tests de sécurité (modification de la fonction d’oracle) ou pour 
localiser les mécanismes existants codés en dur dans l’application lors d’une évolution de la 
politique de sécurité. 

La recherche au sein des Réseaux 

De nombreux travaux de recherche du département sont menés en collaboration avec 
d’autres départements de TELECOM Bretagne (ELEC, INFO, ITI, LUSSI, MO et SC). Ces 
collaborations sont favorables à l’innovation grâce à l’expertise complémentaire des 
partenaires et permettent de mettre en place des projets couvrant plusieurs disciplines. Cela se 
traduit, par exemple, depuis 2007 par la participation, avec le département ELEC, au projet 
ANR AFANA sur les réseaux sur puce (network on chip) dans le cadre du programme 
Architecture du futur sur les réseaux, à la participation aux projets Mobim@ges (avec le 
département LUSSI), P2PImages (avec les depts INFO et LUSSI) du pôle de compétitivité 
Images & Réseaux à vocation mondiale, et enfin, à la participation au projet IP-Extreme du 
pôle Mer (avec les dépts MO et ELEC). 

Le département est engagé dans le réseau d'excellence européen : Euro-FG (Design 
and Engineering of the Next Generation Internet). 

Le département RSM participe à divers groupements d’intérêt scientifique et 
notamment :  

- 13 - 

http://www.images-et-reseaux.com/
http://eurongi.enst.fr/


-  le GIS ITS (Intelligent Transport System) 
-  le GIS Diwall sur la sécurité des systèmes d’information avec Supélec, l’IRISA, 

l’université de Rennes 1 lancé en 2006.  

Enfin le département RSM participe au pôle de recherche avancé PRACOM 
(www.pracom.org) avec les départements Electronique, Micro-ondes, Signal et 
Communication. 

Valorisation de la recherche et rayonnement 

Publications 

La production du département en terme de publications, brevets et thèses sur la 
période 2008 est indiquée dans le tableau ci dessous (Voir annexe pour la liste complète). 

 
Publications Année 2008 

Revues 4 

Conférences avec actes 42 

Thèses 4 

Rapport interne 1 

Total 68 

Distinctions 

L’article « Towards Fast Detecting Intrusions: Using Key Attributes of Network 
Traffic » rédigé par Wei Wang, Sylvain Gombault et Thomas Guyet (IRISA) a été sélectionné 
parmi les meilleurs papiers de la 3ème Conférence ICIMP (International Conference on 
Internet Monitoring and Protection) qui s’est déroulée à Bucarest du 29 Juin au 5 juillet 2008. 
Moins de 5% des publications à cette conférence reçoivent cette distinction. 

Étienne Gallet de Santerre, doctorant, et Laurent Toutain, enseignant-chercheur, ont 
reçu le prix du meilleur article de la 6e Manifestation des jeunes chercheurs en sciences et 
technologies de l'information et de la communication (MajecSTIC 2008). Leur article 
s'intitule "Source Address Routing eXtension (SAR-X)". 

L'article "Loss Synchronization and Router Buffer Sizing with High- Speed Versions 
of TCP", rédigé par Sofiane Hassayoun et David Ros, a reçu le prix du meilleur article (Best 
Paper) du colloque High-Speed Networks 2008. Ce colloque a eu lieu le 13 avril 2008, à 
Phoenix (Arizona, États-Unis), dans le cadre de la prestigieuse conférence IEEE INFOCOM 
2008. La conférence IEEE INFOCOM est reconnue comme l'une des  meilleures 
manifestations scientifiques dans le domaine des réseaux. 

Yves Le Traon a reçu avec E. Almeida, G. Sunye et P. Valduriez le prix du meilleur 
papier (Best Paper) pour l’article intitulé "A Framework for Testing Peer-to-Peer Systems", 
au 19ème symposium IEEE sur la fiabilité des logiciels (International Symposium on Software 
Reliability Engineering, ISSRE 2008) qui s’est déroulé en Novembre 2008 à Seattle, USA. 
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Xavier Lagrange a été élevé au grade de « Senior Member » de l’IEEE. Le nombre de 
membres séniors représente 8,1 % des adhérents de l’IEEE. 

Rayonnement 

Une présentation de la plateforme développée dans le cadre du projet européen 
ANEMONE a été présentée le mercredi 12 décembre 2007 sur le campus de Rennes devant 
près de 100 personnes. Cette plateforme permet d’offrir un accès Mobile IPv6 à l'échelle 
européenne (http://www.ist-anemone.eu).  

Le département RSM s’est fortement impliqué dans la Matinale Rennes Atalante du 
jeudi 31 janvier 2008 portant sur « Les réseaux 4G : une évolution technologique majeure 
pour les communications mobiles ». Cette matinale s’est déroulée sur le campus de Rennes de 
TELECOM Bretagne et a réuni plus de 170 participants, ce qui constitue un vif succès pour 
cette rencontre entre industriels et académiques. Outre des enseignants-chercheurs du 
département, cette matinale a comporté des présentations d’ingénieurs et chercheurs d’Orange 
Labs (France Télécom R&D), de Thomson R&D, de l’Université de Rennes 1. 

Le département RSM avec trois autres partenaires (américain, canadien et français) a 
été à l'initiative d'ICST (International Conference on Software Testing, verification and 
validation), une conférence IEEE dédiée spécifiquement au test, à la vérification et à la 
validation des logiciels. Celle-ci s’est tenue du 9 au 11 avril 2008, à Lillehammer en Norvège. 
Il s'agit d'une toute première édition pour l'IEEE. Cette conférence est ouverte à de nombreux 
domaines d'application, que ce soit le test de sécurité, les applications Web, les systèmes 
télécoms ou les approches d'ingénierie des modèles. ICST se veut aussi un lieu d'interactions 
entre académiques et industriels. La conférence a reçu 214 soumissions d’articles représentant 
45 nationalités parmi lesquels 20% ont été sélectionnés et a réuni plus de 220 participants. 
Pour en savoir plus : www.cs.colostate.edu/icst2008. Cette conférence a été aussi l’occasion 
de lancer un nouvel atelier sur le test de sécurité (1st IEEE International Workshop on 
Security Testing Collocated with ICST). 

La revue mensuelle Amplitel éditée par la Meito (Mission pour l'Electronique, 
l'Informatique, et les Télécommunications de l'Ouest) comporte une rubrique intitulée « le 
laboratoire du mois ». Dans le numéro de mars 2008, c’est le département RSM qui a été dis-
tingué et a pu présenter ses activités (http://www.meito.com/fr/NPR0000/NP0075/Art0001). 

Le premier atelier sur les architectures et les patterns (Workshop "Patterns & 
Architectures") s’est déroulé sur le campus de Rennes le 15 mai 2008 et a été co-organisé par 
le département RSM et l’IRISA. 

Le premier « camp IPv6 » organisé par l’association G6 s’est déroulé du 30 juin au 4 
juillet 2008 dans les locaux du campus de Rennes avec une forte participation de RSM. Il a 
comporté des tutoriels sur la technologie IPv6, des présentations de projets européens dans le 
domaine et a réuni plus de 50 personnes de diverses nationalités. 

Le département RSM a également participé à l’organisation de l’école d’été Eunice 
2008 intitulé « Which network for which services ? ». Le réseau EUNICE 
(http://www.eunice-forum.org) a été créé en 1997 à l’initiative d’Universités et d’Instituts et 
d’Ecoles (dont TELECOM Bretagne). L’édition 2008 de l’école d’été s’est déroulée dans les 
locaux de TELECOM Bretagne, à Brest, et a été suivie par 65 participants en provenance de 
différents pays européens (Université de Barcelone, Université de Stuttgart, Université de 
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Twente aux Pays Bas, Université de Trondheim en Norvège, par exemple) avec un public 
composé d’enseignants-chercheurs mais aussi d’étudiants en doctorat ou ayant tout juste 
terminé leur master. Les inscrits ont donc pu avoir un panorama des travaux de recherche en 
cours sur le thème des nouveaux services et des nouveaux réseaux. Le site web de la 
conférence donne le détail du programme et les différentes communications qui y ont été 
présentées : http://conferences.telecom-bretagne.eu/eunice2008/program/. 

Le département a organisé du 1er Workshop SETOP (sur la sécurité des réseaux 
autonomes et spontanés) organisé et sponsorisé par Institut TELECOM. Ce colloque s’est 
tenu du 13 au 17 octobre 2008 conjointement avec la conférence SAR-SSI (3ème Conférence 
sur la Sécurité des Architectures Réseaux et des Systèmes d'Information). Cette dernière a été 
co-organisé par le département avec Supelec Rennes. Le programme des deux événements est 
disponible à http://setop2008.no-ip.fr et à  http://sarssi2008.no-ip.fr. Des membres du 
département ont assuré la présidence du comité de programme de la conférence SARSSI et du 
workshop SETOP. 

Participation à des comités techniques 

Le département RSM par l’intermédiaire de ses membres est présent dans différents 
comités techniques : 

- Jean-Marie Bonnin est membre du comité technique de ITST 2008 (Thailand), 
(http://itst2008.nectec.or.th/), de CARI 2008 (Rabat/Maroc), http://www.cari-info.org/, 
de WITS 2008, QSHINE-FTDA-ND 2008 , 

- Nora Cuppens-Boulahia est présidente du comité de programme de la conférence 
SARSSI, co-présidente du comité de programme de la conférence SETOP, 
représentante française de l’IFIP TC11 « Information Security », et a été nommée co-
responsable du pôle « Sécurité des Systèmes d’Informations » de la SEE. 

- Frédéric Cuppens est président du comité de programme de la conférence SETOP 
- Frédéric Cuppens et Nora Cuppens-Boulahia sont co-directeurs de la collection « 

Information et Communication » aux Editions Publibook Université. 
- Xavier Lagrange est membre du conseil scientifique des Annales des Télécoms et a été 

co-président du comité de programme d’Eunice 2008 
- Yves Le Traon est impliqué dans ICST 2008 (comité de pilotage, d'organisation 

(publicity chair) et comité de programme) et , à ISSRE 2008 (comité de programme), 
au workshop Security Testing (SECTEST 08) et Security Modeling (Modsec 08), et au 
Workshop on Empirical Studies of Model-Driven Engineering (ESMDE 08). 

- David Ros a été membre du comité de programme d’Eunice 2008 
- Laurent Toutain a été nommé président du conseil scientifique de l'AFNIC 

(Association Française pour le Nommage Internet en Coopération). Il est également 
président du conseil d’administration du G6, association pour la promotion d’IPv6 
auprès des instances francophones. 
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Annexe 1 : liste des membres 

Liste du personnel 
 

Prénoms, Noms Qualité 

Jean-Marie BONNIN MC (HDR) 

Ahmed BOUABDALLAH MC 

Yacine BOUZIDA IRC 

Laurent CRAIGNOU IRC 

Frédéric CUPPENS Pr (HDR) 

Nora CUPPENS IRC (HDR) 

Sylvain GOMBAULT IE 

Xavier LAGRANGE Pr (HDR) 

Jean-Pierre LENARZUL MC 

Benoît LE TEXIER IRC 

Yves LE TRAON Pr (HDR) 

Thomas LEFORT IRC 

Patrick MAILLE MC 

Loutfi NUAYMI MC 

Mathieu PERESSE IRC 

Tanguy ROPITAULT IRC 

David ROS SANCHEZ MC 

Bruno STEVANT IRC 

Géraldine TEXIER MC 

Laurent TOUTAIN MC 

François WANG IRC 

Wei WANG IRC 

Marie-Pierre YVENAT AG 

- MC : Maître de Conférences – Pr : Professeur – HDR : Habilitation à diriger des 
recherches 

- IE : Ingénieur d’Etudes – IRC : Ingénieur de Recherche sur Contrat –  
- AG : Assistante de Gestion 
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Liste des doctorants présents en 2008 

 
Nom et Prénom Sujet de thèse Entreprise 

associée 

ABI HAIDAR Dialla Etude détaillée de la sécurité des web services dans le cadre d'une 
politique de sécurité unifiant les mécanismes de protection contre les 
attaques et de détection des actions malveillantes 

 

AJAM Nabil Création sécurisée de services OSA/Parlay et ParlayX  

AYED Samiha Décomposition et raffinement de politiques de sécurité  

ALLARD Fabien "Context transfer", outil de réduction du coût pour la sécurité FT R&D 

ARCIA-MORET Andres Protocoles de transport dans des réseaux sans fils hétérogènes et ad hoc : 
évaluation, amélioration et mise en œuvre 

  

AWANG Azlan Fair distribution of energy consumption in wireless sensor networks   

AYADI Ahmed Protocoles de transport et consommation d'énergie dans les réseaux de 
capteurs et les réseaux tolérants aux délais 

 

BALEH Lounes Network as a service : What can be offered by the access network part ? FT R&D 

BELGHITH Aymen Optimisation de WIMAX pour des services multimédias  

BEN GHORBEL 
Meriem 

Administration d'une politique de sécurité  

BEN RAYANA Rayene Support d'applications adaptives concurrentes dans les réseaux mobiles 
multi-interfaces 

 

BERTIN Philippe Gestion de la mobilité dans une architecture d'accès multi-technologies FT R&D 

BERTRAND Gilles Fiabilisation dans les réseaux et qualité de service  

BROTTIER Erwan Fiabilisation des exigences de qualité de service : traduction vers UML, 
validation par simulation et génération de tests système 

FT R&D 

BSILA Amine Partage de charge intra-flux dans les réseaux multi-liens Thomson 

CAPURON Jean-
françois 

Génération automatique de test pour la vérification de propriétés de 
sécurité 

CELAR 

COMA Céline Cohérence et interopérabilité de politiques de sécurité pour les réseaux 
spontanés  

 

DELAMARE Romain Test des aspects fonctionnels et extra-fonctionnels dans des architectures 
à base de composants 

 

DEMONGEOT Thomas Tests de sécurité pour les SOA IETA 

DHRAIEF Amine Bénéfice de la multi-domicialisation IPv6 pour la mobilité  

EL HENI Neila Transmission des services temps réel sur Internet sur les réseaux san fil  

EL RAKAIBY Yehia Sécurité des services conversationnels dans le NGN  

FERU Vincent Identification, formalisation et intégration de patterns d'urbanisation des 
architectures télécoms : application à la QoS et à la sécurité des réseaux 
de télécommunications 

FT R&D 

HACHANA Safaà Auto configuration et routage dans les réseaux ad hoc imbriqués  
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Nom et Prénom Sujet de thèse Entreprise 
associée 

HASSAYOUN Sofien Codage réseau, correction d'erreurs et protocoles de transport  

IBRAHIM Ali Performance et qualité de service des futurs réseaux sans fil à haute 
capacité 

FT R&D 

KACI Nassim Optimisation de la répartition des flux d'utilisateurs mobiles dans des 
réseaux hétérogènes 

  

KANOUN Wael Modèle de réaction assurence&risk-aware par anti-corrélation Alcatel 

KHEIR Nizar Déploiement de politiques de sécurité et contre-mesures : segmentation 
et vérification de politiques de sécurité 

FT R&D 

KANDARAJ Priamrat Gestion des réseaux d'accès mobiles en fonction de la qualité de service 
(perçue) 

  

KASSAB Mohamed Gestion de QoS dans les handovers sécurisés inter et intra  technologies 
basées sur le transfert decontexte 

 

MABROUKI Issam Accès multiple et services dans les réseaux UWB ad hoc Mitsubishi 
Electric 
ITE 

MEFTAH Mortharia Quality of service and routing in heterogeneous, high speed home 
netwoeks 

 

MIGAULT Daniel Séparation Locator/ID utilisant des identifiants cryptographiques dans un 
environnement mobile et multihomé 

FT R&D 

MOTTU Jean-Marie Validation dans un cadre de développement dirigé par les modèles 
(MDE) 

 

MOUELHI Tejeddine Test et sécurité : formalisation de modèles de fautes de sécurite, 
caractérisation de critères test et algorithmes de génération de tests de 
pénétration 

 

PERROS Kevin Etude des mécanismes de routage et de reconfiguration dans les réseaux 
sur puce 

 

PICHON  Dominique Mobilité inter-réseaux d'accès avec adaptation des contenus et continuité 
de services 

FT R&D 

PREDA Stere sécurisation des réseaux IPv6  

RAWAT Priyanka Etudes des interactions entre les technologies de compression et la 
gestion de la mobilité 

 

ROUIL Richard Mobilité des nœuds dans les réseaux de technologies hétérogènes NIST (US)

SAHALY Sinda Optomisation de couche MAC pour hybridation multi-technologies FT R&D 

SIMONIN Jacques MDE et urbanisation des systèmes FT R&D 

THOMAS Julien Nouvelles solutions pour la gestion des échanges de contenus classifiés DGA 

ZOUARI Anis Contrôle de la mobilité et du mapping de contextes  de QOS entre 
réseaux hétérogènes dans les réseaux "beyond 3G" tout IP 

FT R&D 
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Annexe 2 : liste des publications 

Article de revue avec comité de lecture 
ALLARD Fabien, BONNIN Jean-Marie, An application of the context transfer protocol : IPsec in a IPv6 
mobility environment. International journal of communication networks and distributed systems, 2008, vol. 1, 
n° 1, pp. 110-126 

AYED Samiha, CUPPENS Nora, CUPPENS Frédéric, Deploying Access and Flow Control in Distributed 
Workflows. Journal of Research and Practice in Information Technology, november 2008, vol. 40, n° 4, pp. 
231-253 

CUPPENS Frédéric, CUPPENS Nora, Modeling contextual security policies. International Journal of 
Information Security (IJIS), august 2008, vol. 7, n° 4, pp. 285-305 

GARCIA ALFARO Joaquin, CUPPENS Nora, CUPPENS Frédéric, Complete analysis of configuration rules 
to guarantee reliable network security policies. International Journal of Information Security (IJIS), 2008, vol. 
7, n° 2, pp. 103-122 

MAILLÉ Patrick, TOKA Laszlo, Managing a peer-to-peer data storage system in a selfish society. IEEE 
journal on selected areas in communications, september 2008, vol. 26, n° 7, pp. 1295-1301 
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Protocols 
Header Compression over Mobile Networks and Satellite Links 
Research Staff : Jean-Marie Bonnin, Laurent Toutain – Ph.D. students: Priyanka Rawat 
Keywords : Header Compression, Mobile IP, ROHC, Tunnel protocol 

Applications : VPN, network mobility, satellite links 

Introduction 
The enormous growth in the use of the IP-
based multimedia and other applications has 
increased the need of the efficient use of 
available communication technologies including 
satellite and radio links. However, these links 
have high bit error rates and long delays. 
Moreover, the deployment of IP protocols over 
these links leads to significant header 
overhead. Various IP tunneling mechanisms 
which are widely used in network security 
(VPN), IPv4-to-IPv6 transition, and mobile 
networks have long delay characteristics. 
Header compression could be applied on such 
links to reduce the header overhead. Thus, in 
this context, it is required to study the 
behavior of header compression schemes over 
such long delay links and tunnels.  

In mobile networks, header compression 
mechanisms such as ROHC (Robust Header 
Compression) can be used to reduce the 
header overhead. However, in several cases 
(for example IP tunneling mechanisms) the 
compression mechanism does not take into 
account all the protocol stack. The IP tunneling 
methods use multiple levels of encapsulation 
using several IP and transport headers in each 
packet. That introduces high protocol header 
overheads especially in wireless links where 
bandwidth remains a scarce resource.  

Mobility protocols Mobile IPv6 and NEMO use a 
bi-directional tunneling mechanism and all 
communications go through this tunnel. This 
tunnel easily provides network mobility 
transparency to the nodes within the network 
and to their correspondents but it also 
introduces high protocol overheads since 
multiple IP headers are carried on each 
message. However, ROHC is a complex 
mechanism and its use needs to be optimized 
for this specific usage. 

Realization 
A study on ROHC and TuCP (Tunneling 
Compression) protocols has been done in the 

context of mobile networks and long delay 
links.  

First, we examined the behavior of ROHC 
mechanism over long delay links and tunnels. 
The study shows the impact of long delay, 
high bit error, and packet re-ordering on ROHC 
compression mechanism.  

We investigated the behavior of ROHC over 
L2TP tunnel between the France and Korea 
[3]. This is important since L2TP and PPP links 
are interesting in order to access the Internet 
(IPv6-IPv4 transition) by using a cellular 
access or to join the private network of a 
service operator through any infrastructure. 
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Figure 1.  ROHC performance for Delay 

Figure 1 shows the impact of delay on ACL 
(Average Compressed Header Length) in U, O, 
and R mode of operation. It shows that in U 
and O mode, ACL is almost constant and does 
not vary with delay. However, in R mode, ACL 
increases with the delay. Thus, ROHC 
compression efficiency decreases while the 
delay increases. It was also observed that 
value of delay affects transitions between 
ROHC modes (in O and R modes).  

The results obtained show that ROHC 
compression can be used over long delay links 
to reduce the header overheads with certain 
limitations. The results of this study could be 
used for further designing header compression 
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schemes specifically suitable for links and 
tunnels where delays are high.  

Secondly, we presented two approaches to 
optimize the use of ROHC profiles when ROHC 
compression is used in NEMO networks [2].  
The idea is to control the number of profiles 
that both the HA and the MR have to maintain 
in order to manage all IP tunnels. In the first 
approach we only use the IP profile and then 
have one profile per mobile while in the 
second approach the number of profiles 
maintained by the HA is considered as a 

resource that can be attributed or not to each 
mobile (MR or MN) depending on their needs.  

The third part of the study focus on tunneling 
compression (TuCP) [1]. TuCP is used in 
conjunction with ROHC to reduce the tunnel 
overhead in NEMO networks. The solution of 
ROHC and TuCP compression can be extended 
to nested tunneling scenarios such as those 
found in nested mobile networks (see figure 2 
and 3). We implemented a first version of the 
TuCP protocol.  

 

Figure 2. Nested Tunnels without TuCP Compression 

 

Figure 3. Nested Tunnels with End-2-End TuCP Compression 

 Figure 4. Header Compression Efficiency for 
ROHC + TuCP 

We find that header compression is more 
efficient for IPv6 flows compared to IPv4 
flows. It is possible to achieve 66% 
compression efficiency for IPv6 flows (see 
figure 4). The use of TuCP in conjunction with 
ROHC in IP tunnels reduces the header 
overhead to 2 bytes. This makes tunneling 
mechanisms virtually costless in terms of 
bandwidth consumption. 

Further testing is ongoing for the evaluation 
and performance measurement of the TuCP 
profiles.  
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Introduction 
The recent development of Internet makes IP-
protocol suite unavoidable in developing new 
services. Almost all applications developed last 
years (Voice over IP, Peer-to-peer, Instant 
Messaging, Push-to-Talk,…) use these 
protocols even for real time and mobile 
services. Unfortunately, neither IP nor 
transport protocols (UDP, TCP) have been 
specifically optimized for scarce resources 
usually available on wireless links. 
Furthermore, when application data are 
appropriately compressed the IP and transport 
protocol headers remain very consuming. 

This is why using compression methods 
becomes more and more crucial to reduce the 
bandwidth consumption, and therefore the 
transmission delay.  

Objectives 
Several compression protocols have already 
been developed. Some of them are known to 
be better than others but they all have a major 
disadvantage: None of these techniques is 
multi-purpose. In fact, the efficiency of a 
method depends closely on the kind of flow to 
be compressed and on the link characteristics 
(statics and/or dynamics).  

This justifies the wide variety of compression 
methods in the way that each one is suitable 
for a variety of data and is optimal under 
certain link conditions. For example, header 
compression method are more adapted than 
payload compression methods when the 
payload is already compressed at the 
application level (VoIP, video, …). Some of the 
compression methods rely on a context 
maintained at each side of the link (which 
could be PPP or other link technologies such as 
SNDCP in GPRS or PDCP in UMTS 
architectures). These methods are then very 
sensitive to transmission errors: they are 
unable to rebuild original data since both 
contexts become desynchronized.  

To overcome the difficulty to choose one 
compression method for all flows during all the 
duration of a session, a suitable solution would 

be to choose dynamically and automatically 
the most suitable compression method 
regarding the flow type and link 
characteristics. One of the aims of this project 
is to design and evaluate an algorithm able to 
accomplish this task [2].  

One of the most promising compression 
techniques is header compression such as 
ROHC [1], especially when the user flow 
transport information already compressed at 
the application level. This is why the project 
also aims at evaluating the behavior of a ROHC 
implementation over actual UMTS/GPRS 
access.  

Realization 
We integrated ROHC/TCP profile (RObust 
Header Compression for TCP) proposed by 
IETF in our study. We implemented ROHC/TCP 
in order to evaluate its characteristics and its 
performances. It is an important compression 
method since it allows a significant overhead 
reduction for signaling traffics, which often use 
TCP as transport protocol, especially on 
IMS/UMTS networks. 

In a study of ROHC behavior over IPv4 
UMTS/GPRS access we show that it is really 
efficient to send IPv6 traffic over a L2TP tunnel 
using ROHC header compression; Almost as 
efficient as using directly IPv6 over GPRS 
access.  

A patent related to the automatic selection of 
the most adapted compression techniques is 
on the way with SFR. 
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Introduction 
IPv6 is nowadays implemented in many 
components such as core network, operating 
systems and even several applications. 
However, end-to-end IPv6 connectivity is still 
missing, especially because very few Internet 
Access Providers (IAP) offer IPv6 connectivity 
and prefixes allocation. The IETF and some 
companies have defined and/or developed 
transitions tools like: 6to4, Tunnel Broker or 
Teredo, but these tools concern either 
experimented users or do not offer all the IPv6 
benefits (always-on, machine to machine 
communications,...) to build applications. 
Furthermore, some of these solutions may also 
lead to some security threats. 

Realization 
During the Point6 project, funded in 2005 and 
2006 by the Brittany Region Council, we have 
defined some transition tools to bring IPv6 to 
Small and Medium Enterprises (SME) and 
Home Networks. This experiment led to the 
development of the Point6Box. We also 
worked to enhance network auto-
configuration. Part of this work has been 
standardized by IETF by the Softwires working 
group [1]. An experiment that conjointly runs 
with Renater allows academics and SME to get 
prefixes through Point6Box/Softwires 
architecture. 

Point6Box/Softwire 
architecture 
The Point6Box is an add-on equipment that 
can be connected to any IPv4 network in order 
to bring IPv6 connectivity and functionalities in 
a non-intrusive way. It is important to note 
that our goal is to fill missing gaps and not to 
specialize an equipment for IPv6 connectivity. 
Progressively, when IAP will  become IPv6 
aware, the functionalities provided by the 
Point6Box will be integrated into the provider 
equipments. 

Several usages and objectives have been 
identified in this project: 

• - allow IPv6 connectivity for devices 
connected in a SME and Home network, in 
a very easy way, nearly without 
configuration from the user, 

• - locate IPv6 functionalities on stand-alone 
and cheap equipment to avoid to rely on 
desktop computers. Since IPv6 implies to 
be always-on, the Point6Box has not to be 
switched off. 

• - allow the introduction of IPv6 
demonstrators on existing IPv4 network 
infrastructure to ease demonstrations of 
new features. 

• - anticipate new usages. The connectivity 
offered by the Point6Box is very close to 
native access. Currently, new applications 
such as machine to machine 
communication relying on auto-
configuration features and service 
discovery can be tested. 

• - manage an IPv6 network to discover 
missing features and debugging existing 
software to improve quality and reduce 
exploitation costs. Experiences learned 
during the transition phase must be 
directly reused when IPv6 will be run on 
native infrastructures. 

• - use open source software for CPE and PE 
and extend functionalities when needed. 

• - use only fully standardized protocols, 
such as L2TP [RFC2661], PPP, etc. 

• - be able to run over any IPv4 
infrastructures (any NAT solutions) to 
provide a transition tool to IAPs compliant 
with future native access architecture. 

Technically, the Point6Box can be viewed as 
an IPv6 router with only one Ethernet port 
plugged into the CPEv4. To provide IPv6 
connectivity, the Point6Box is connected to an 
IPv6 Provider Edge through a VPN-like tunnel. 
This tunnel is made over L2TP, which provides 
three main characteristics: 
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• - L2TP messages are carried over UDP to 
offer NAT-traversal capabilities, 

• - PPP is used to carry IPv6 frames, so we 
can rely on built-in authentication and 
configuration mechanisms, and have very 
easy interaction with AAA servers. 

• - PPP and L2TP hello messages may be 
used to detect when a tunnel is down, for 
instance due to an IPv4 address 
renumbering and maintains contexts into 
the NAT Box. 

The Point6Box removes the L2TP 
encapsulation and forwards incoming IPv6 
packets on the link. Generally SME or Home 
routers interfaces are bridged with an IEEE 
802.11 network, so every equipment 
connected to that network will receive Router 
Advertisements. IPv6 traffic generated by 
these equipments will be routed through the 
Point6Box. IPv4 traffic will continue to be 
NATed by the IPv4 edge router. 

The Point6 Provider Edge is connected to the 
IPv6 backbone. It includes the server part and 
can be connected to an AAA database to allow 
authorization and monitoring. The following 
picture describes the service architecture. 
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Auto-configuration of the SME/Home network 
is a major feature to rapidly spread IPv6. If the 
SME/Home network includes several routers 
configuration for IPv4 requires technical skills. 
We have study several approaches to offer 
internal routers configuration (see 
[AINA2005]). In this proposal, we focus on 
DHCPv6 because it does not require any 
modification, even if this approach is less 
efficient in case of multi-homing. 

The Point6Box includes a DHCPv6 server to 
answer the requests inside the domain. The 
static parameters such as DNS resolver and 
the DNS domain are given to other routers and 

a pool of /64 prefixes is a constructed based 
on the prefix received from the provider. An 
internal router will execute the following 
algorithm, when one of its interface gets 
configured through the Neighbor Discovery 
(ND) protocol: 

• - The router sends DHCPv6 requests for a 
/64 prefix (the interaction with ND as 
explained in [2] is used to detect loops or 
dual prefixes allocation), 

• - The router waits for answers from the 
Point6Box containing the prefix and other 
parameters, 

• - The router assigns prefixes to interfaces. 
It starts unicast and multicast routing and 
a DHCPv6 relay. The relay functionality is 
used to allow downstream routers to talk 
with the DHCPv6 server. 

At this point, the internal routers are 
configured, the equipment addresses can be 
setup through standard Neighbor Discovery 
protocol and other parameters through 
DHCPv6.  

Future works 
The protocol used in the Point6Box is now 
standardized. We will now focused on 
interoperability of Softwires equipement. The 
RoHC protocol is being integrated as a feature 
to decrease the overhead of the tunnel. We 
are also studying the interest of a Point6Box 
solution to provide IPv4 connectivity over IPv6 
network. 
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Introduction 
The Transmission Control Protocol (TCP) [1-2] 
is the most widely used transport protocol in 
IP networks. Indeed, many measurement 
studies show that more than 90% of the 
Internet traffic is carried by TCP. TCP is the 
protocol of choice of most data applications 
(web, e-mail, file transfer, …), and it is even 
used for multimedia applications like audio and 
video streaming. 

In order to react to packet losses, TCP 
performs congestion control; that is, a TCP 
sender cuts its data sending rate (at least) by 
half whenever it detects that packets are lost. 
The goal of this rate-control mechanism is to 
help in alleviating network congestion (which is 
implicitly assumed as being the cause of 
packet loss). In the absence of losses, the 
sender steadily increases its rate: the goal in 
this case is to use as much available 
bandwidth as possible. 

In very high-speed networks, drastic rate 
reductions—which are inherent of the 
congestion control mechanisms—often result in 
poor performance. This is because TCP 
senders cannot fully utilize the link capacity 
and, moreover, after a loss is detected they 
may take a long time before reaching again a 
high sending rate. 

In recent years, a good deal of research work 
has thus been devoted to studying and 
improving the performance of TCP over very 
high-speed links. Several variants of the 
protocol have been proposed in order to adapt 
TCP’s congestion control mechanisms to Gb/s 
speeds and beyond. 

Realization 
Drop synchronization between TCP flows 
happens whenever two or more flows 
experience packet loss in a short time interval. 
Such phenomenon has been the object of 
several studies and proposals because of its 
potential performance implications. Indeed, 
perfectly-synchronized losses among flows 

would result in TCP senders reducing their 
window in unison; hence, in poor throughput 
and low link utilization. In practice, however, 
such highly-correlated loss patterns are rarely 
observed in the Internet. Factors like 
fluctuations in round-trip times (RTTs) and 
high levels of statistical multiplexing tend to 
break the synchronization among flows. 

Nonetheless, given that previous studies on 
synchronization have focused on “low-speed” 
TCP, one may wonder whether packet drops 
may become more correlated when high-speed 
variants of TCP are used. Indeed, it has been 
conjectured [3] that a higher synchronization 
might be a side effect of the increased 
aggressiveness of the congestion control 
algorithms in those variants. 

We have thus performed a preliminary study of 
the relation between drop synchronization and 
buffer sizes, when high-speed TCPs are used. 
By means of ns-2 simulations, the dependence 
of synchronization on the TCP version was 
explored. We used finely-tuned simulation 
scenarios, designed to avoid synchronization 
as much as possible; the idea was to capture 
drop correlations induced mainly by the 
version of TCP in use. 

One of our main motivations for looking into 
this problem was that, contrary to the common 
case in the general Internet, Grid networks are 
prone to synchronization. Moreover, the fact 
that such networks are prime candidates for 
deploying high-speed versions of TCP, makes 
the subject of the study yet more compelling. 

We evaluated three high-speed protocols: 
HSTCP, H-TCP and BIC (the latter has been 
adopted in the standard Linux kernel); SACK 
TCP was used as a sort of “low-speed 
benchmark”. In order to assess the impact of 
the bottleneck buffer size, we explored a wide 
range of buffers, going from very small ones 
(50 packets) to very large ones (150,000 
packets). 

The figure below shows the CDF (cumulative 
distribution function) of the so-called global 
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synchronization rate R, measuring the 
proportion of flows that experience packet 
drops in a loss event. The figure compares the 
behavior of HSTCP with that of SACK, when a 
large buffer is used. Similar trends were 
obtained with the other two high-speed 
protocols. In the simulations, 40 flows are 
competing for bandwidth in the bottleneck; for 
instance, R = 1/40 (i.e., the lowest value of R 
in the curves) corresponds to one flow 
suffering packet drops in a loss event. 

 

Curves in this figure are to be interpreted as 
follows: a CDF value of y corresponds to the 
probability that at most x = R*100% of the 
flows lose packets in every loss event. Hence, 
a high value of CDF for a low value of R means 
that drops are not strongly correlated between 
flows (i.e., in many cases, just a few flows lose 
packets in a loss event). Note that this is the 
case of SACK TCP, since in ≈ 40% of the loss 
events there is only one flow (R = 1/40) that 
loses packets. 

Conversely, a low CDF value for a high value 
of R implies a strong drop synchronization 
between different flows—that is, in most cases 
many flows suffer “simultaneous” loses. This 
corresponds to the case of HSTCP, because 
only ≈ 10% of the loss events concerned less 
than 60% (R = 0.6) of the flows; in other 
words, in ≈ 90% of the cases more than 60% 
of the flows experienced packet loss in a short 
time interval. 

This work [4] earned the Best Paper Award of 
the HSN 2008 Workshop of the IEEE INFOCOM 
conference. 

Conclusion 
Our preliminary findings suggest that high-
speed versions of TCP do yield higher levels of 
synchronization. However, in spite of a strong 
correlation of packet drops among flows, we 
found that such TCP versions can achieve both 
high goodput and link utilization, as long as 
enough buffering is provided. 

References 
[1] D. Ros. TCP : performance et évolution du 
protocole (in French). In: Techniques de 
l'Ingénieur, vol. TEA3, no. TE7572, 2006. 

[2] D. Ros. TCP : impact des caractéristiques 
des liaisons (in French). In: Techniques de 
l'Ingénieur, vol. TEA3, no. TE7573, 2007. 

[3] S. Floyd and E. Kohler (eds.). “Tools for 
the evaluation of simulation and testbed 
scenarios,” Internet Draft draft-irtf-tmrg-tools, 
work in progress, February 2008. Available at: 
http://tools.ietf.org/html/draft-irtf-tmrg-tools 

[4] S. Hassayoun and D. Ros. Loss 
Synchronization and Router Buffer Sizing with 
High-Speed Versions of TCP. In Proceedings of 
the IEEE INFOCOM High-Speed Networks 
Workshop (HSN 2008), Phoenix (AZ), USA, 
April 2008. 
 



10 Extract of  Pracom’s Annual Report 2008 

Sensor Networks 
Random Walk Techniques for Data Delivery in Wireless Sensor 
Networks   
Research Staff : Xavier Lagrange Gwillerm Froc (Mitsubishi Electric)  
Ph.D. Student: Issam Mabrouki 
Keywords : Wireless Sensor networks, Random Walk Theory, Performance Evaluation 
Partners & Funding : CIFRE Mitsubishi 

Introduction 
Wireless Sensor Networks (WSN) have been 
one of the most prosperous research areas in 
recent years thanks to its wide spectrum of 
potential applications, including environment 
and habitat monitoring, healthcare application, 
home or industrial automation and control, 
precision agriculture and inventory tracking. 
Faced to this general trend of application 
diversification, large amounts of research 
being done in the WSN area are trying to 
provide useful tools and design methods for 
better architectures and protocols.  

Most application scenarios for WSN involve 
small devices called sensor nodes, which are 
equipped with sensing capabilities, wireless 
communication and limited power supply, CPU 
and memory. On top of that, sensor nodes are 
often supposed to operate unattended and 
under strict energy constraints. Such adverse 
conditions make the design of robust, scalable 
and energy efficient systems a considerable 
challenge. 

Taking advantage of the fact that computation 
is much less energy expensive than 
communication, most existing designs consist 
of distributed systems, which delegate a large 
portion of the information processing to the 
nodes themselves. However, this technique is 
characterized by its dependence on state 
information stored in the nodes for proper 
operation. In a highly dynamic environment, 
which generally characterizes WSN, this 
technique should require the development of 
sophisticated failure recovery mechanisms, 
thereby significantly increasing the complexity 
of sensor nodes, and have dramatic impact on 
the overall performance. 

In the search of an alternative solution, many 
earlier recent research efforts have 
investigated the use of randomization to build 
robust, scalable and energy efficient protocols 
in the context of WSN. One example consists 
of the use of random walks to convey data 

from a source node to a destination one. The 
use of this technique is not new and has been 
extensively explored in many networking 
models [1,2]. However, throughout the variety 
of research works that assess the effectiveness 
of this technique, most results are derived by 
means of simulations. Furthermore when 
analytical tools are used, the obtained results 
often provide bounds on various performance 
metrics of interest. Clearly, results of this 
nature may have little consequences for 
practical applications.  

Instead, our take in this work is to obtain a 
fundamental insight into the random walk 
technique by building various models in order 
to assess the effectives of this technique based 
on the derivation of closed-form expressions 
for various performance metrics. To this end, 
we have extensively used the powerful 
mathematical tools developed in the physics 
community [3].   

Realization 
The general model consists of a typical 
network made of two kinds of nodes: a large 
number of sensor nodes and a smaller number 
of sink nodes with more complex capabilities to 
gather, process and control data. Each sensor 
node performs some sensing of a particular 
confined area, and sends messages to sink 
nodes in a multihop fashion, using other 
sensor nodes as relays and without any 
specific mapping between sensor and sink 
nodes. A generated message will be trapped at 
the first encounter of a sink node. We look 
more specifically at a common regular and 
periodic deployment topology where nodes are 
spread over an area of interest with a square 
pattern. As illustrated in Figure 1, this pattern 
is formed by periodically repeated square unit 
cells of size N*N containing N2 nodes of which 
(N2 – 1) are sensor nodes and one is a sink 
node. Clearly, c = 1/N2 represents the 
concentration of sink nodes, i.e., the ratio 



Pracom’s Annual Report 2008 11 

between the number of sink nodes and the 
total number of nodes in the network.  

 

Figure 1. Pattern of sensor and sink nodes 

When a message reaches a given sensor node, 
the next hop occurs uniformly at random only 
to the nearest-neighbors. Thus, in the case of 
4-connectivity all the 4 nearest-neighbors away 
from the current sensor node are equally likely 
with transition probability 1/4. A message 
generated at a given sensor node performs 
then a random walk until it reaches for the first 
time a sink node where it will be trapped and 
never leaves. At this moment, we consider that 
the data delivery process has been occurred 
with success. 

There are many motivations that prompted us 
to choose this network structure. First, many 
WSN applications are often desired to follow 
regular patterns for at least two reasons: (i) 
convenience of deployment and (ii) to achieve 
a higher degree of connectivity and coverage. 
Second, this division of the network into unit 
cells suggests a very natural way of grouping 
nodes together (clustering). Such a clustering 
is often required by protocols in order to deal 
with the large number of nodes. Third, it is 
natural to start with regular patterns before 
addressing more complex ones. Finally, this 
pattern is simple enough to allow a complete 
analytical treatment of the random walk 
technique while still being useful to incorporate 
specific key issues of WSN such as the 
connectivity and the coverage.  

To investigate the performance of the 
proposed data delivery based on the random 
walk techniques, we have exploited heavily in 

this work the method of generating functions 
to derive insightful results. The main idea was 
to characterize the random walk induced on 
the network by determining the generating 
functions associated with node occupation 
probabilities and first-passage probabilities 
respectively. Once determined, these 
quantities enabled us to derive closed-form 
expressions for some performance metrics 
such as the expected delay required for a 
message to be gathered by a sink node and 
the energy cost incurred by this operation. 
These metrics were expressed as a function of 
the key parameters of the model. For example, 
the expected delay is found to be ~ 
2N2Log(N)/�. This can be put into practical 
use for WSN dimensioning with respect to 
crucial parameters such as the minimum ratio 
of sink nodes to be deployed over the total 
number of sensor nodes while ensuring a 
required level of performance. As regards to 
the energy cost, the main result was that the 
random walk techniques achieve a good 
balancing property and present no critical 
points of failure compared to deterministic 
techniques. 

Conclusion 
There are several interesting directions that 
may extend the model presented in this work. 
This consists for instance in considering more 
complex topologies where sink nodes are 
deployed at random or a constrained random 
walk to prevent messages from return back to 
the initial territory.   
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Applications : Sensor networks,  
Partners & Funding : partially funded in the framework of STIC Asia program 

Introduction 
Wireless sensor networks have recently paid a 
lot of attention by specification organizations, 
in particular IEEE. IEEE 802.15.4 is a 
technology designed to reduce power 
consumption based on CSMA-CA (Carrier 
Sense Multiple Access with Collision 
Advoidance) with a throughput between 20 
and 250 kbit/s. Several independent networks 
can be deployed on the same area. They are 
identified by a PANid value. Each of these 
networks have a single PAN Coordinator (PC) 
that is in charge of managing attachment of 
new sensors, address allocation and optionally 
bandwidth allocation for some kind of 
synchronous traffic. The PC may also assure 
interconnection with other network 
technologies. In our architecture, the border 
equipment between the full IPv6 world and the 
Sensor Network will be the PC. 

Zigbee has been defined by the Zigbee forum 
to allow applications running on top of this 
MAC layer. Zigbee provides addressing 
capabilities, routing and defines some 
applications. Zigbee is not an end-to-end 
architecture; an equipment connected to the 
Internet will contact a Zigbee coordinator 
which will generate Zigbee traffic. IETF 
approach with 6lowpan working group is quite 
different, the goal is to re-establish full end-to-
end connectivity between IEEE 802.15.4 
equipments and others. 

The 6lowpan protocol [3] is an adaptation 
layer used to allow the transport of IPv6 
packet on Wireless Sensor Network and 
particularly IEEE 802.15.4.  

Currently, WSN network are simple and mainly 
arranged around the PAN Coordinator. IETF 
has almost finished the definition of the 
adaptation layer but routing inside the WSN is 
currently not standardized. 

The aim of this work is to propose a better 
integration of IPv6 in IEEE 802.14.5. 

Description of the problem 
Neighbor Discovery Protocol is used in IPv6 to 
establish relation between a host and its 
neighbors to find the relation between the 
IPv6 address and the MAC address. NDP is 
also widely used during the bootstrap to auto-
configure interfaces. A vast majority of 
equipments are using this protocol to configure 
their global IPv6 address and the default 
router. A host activating its interface, creates a 
Link Local address and after verifying its 
uniqueness, multicasts a Router Solicitation to 
the well-known router group (FF02::2 
address). Routers answer directly to the 
requesting host with a Router Advertisement 
message (RA) that may contain the prefix(es) 
used on the link. The host concatenates the 
prefix(es) with its Interface ID to generate a 
global address. The host selects also one of 
the routers as the default router. This way, the 
host gains connectivity at layer 3 and is able to 
send packets world wide on the network. 
Other parameters such as DNS server may be 
learnt through DHCPv6 protocol or more 
recently this parameter can be included by the 
router in the RA message. 

In WSN, this periodic message could lead to 
bad performances in terms of bandwitdh 
usage, but also in terms of battery 
consumption. The goal of this work is to study 
the consequences of period RA suppression 
and to limit the solicited RS/RA to WSN really 
requiring it and ensure end-to-end 
communications with any other device 
connected on the Internet. 
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Realization 

We propose a better integration of IPv6  in 
IEEE 802.14.5 to reduce the need for Neighbor 
Discovery protocol in WSN. This approach 
allows the application to select the behavior of 
the network. Some simple application sending 
information at a low rate may send their 
packets without layer 3 configuration. The PC 
will construct the appropriate Layer 3 header. 
Once identified outside they benefit from the 
end-to-end paradigm and can also receive 
packets. In that case, the overhead energy 
consumption due configuration and 
management protocol is drastically reduced. In 
the same network, some sensors may decide 
to get full IPv6 connectivity by using Neighbor 
Discovery Protocol, but we have shown that 
the sending of periodic messages is not 
necessary. Mobile Sensor devices can also 
benefit from this approach and may continue 
to detect hand-over by listening to IEEE 
802.15.4 frame instead of RA messages. The 
proposed procedures have been implemented 
in a testbed (see figure). This work is included 
in a more general work of new media 
integration into the Internet network. We are 
currently working on Sensor localization using 
paging and DNS servers. 
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Media and Networks 
IP-based transmission of real-time services over wireless links 
Research Staff : Loutfi Nuaymi, Xavier Lagrange, Kevin Perros – Ph.D. Students : Neila El Héni, 
Elizabeth Martinez Fernandez 
Keywords : UMTS, Header compressions, ROHC 
Applications : Real-time services, Video streaming, VoIP 
Partners & Funding : TELECOM Bretagne (RSM), FT R&D (project leader), Thales Communications, 
IRISA, Alcatel and Eurecom. Funded by French Government RNRT as COSINUS Project 

Introduction 
Cellular and Wireless networks provide both 
non real time and real time services (Voice, 
video). For the latter the quality of service is 
an important issue. In UMTS real time services 
are generally based on a circuit-switched 
approach. However as IP-based solutions will 
be generalized in a near future it is necessary 
to study real-time services over IP.  

COSINUS (COmmunications de Services 
temps-réel / IP dans uN réseaU Sans fil) is an 
RNRT (Réseau National de Recherche en 
Télécommunications) project. The main topic 
is the study of IPv6-based real time services, 
both audio and video, over third-generation 
cellular network, UMTS and over WLAN 
(Wireless Local Area Network) 802.11/WiFi. In 
particular, the received quality will be 
observed, controlled, and improved thanks to 
the use of adequate protection means, the 
improvement in multimedia codec robustness 
and the integration of new mechanisms such 
as header compression. The specific nature of 
the radio link is taken into account. The use of 
the frequency spectrum is a major constraint 
in the optimization of the transmission over the 
wireless link. The transmission services 
considered in COSINUS are conversational IP 
services (e. g., phone, visiophony) and differed 
real-time IP services (e.g., audio and video 
streaming). In a period where these services 
are often mentioned as highly promising and 
where some of them are already proposed to 
the public by operators, there is a lack of 
studies and results on this subject. 

Realization 
Transmission on the UMTS radio interface is 
based on the concept of RAB: Radio Access 
Bearer. A RAB mainly includes the definition of 
the channel coding and a set of possible data 
block sizes. The possible error correcting codes 
are specified in the 3GPP recommendations 

but nothing is said about the RAB format for a 
given service. 

The first part of the work investigated the 
UMTS RAB configurations for VoIMS (VoIP over 
IP Multimedia Sub-system) used in the 3G 
UMTS System. This has been done with a 
focus on the ROHC header compression 
impacts, different RAB multiplexing 
methodologies, rate matching algorithms and 
other UMTS radio protocols [2]. 

The quality of service is analyzed within the 
project with a real-time platform built on the 
basis of the Rhodos UMTS testbed developped 
by Eurecom [1]. TELECOM Bretagne is in 
charge of integrating the ROHC mechanism in 
that testbed. This integration was completed in 
2007. Several hardware and system problems 
were solved before a stable new ROHC-
including UMTS Platform was obtained. This 
new platform was used for UMTS voice and 
video transmissions to evaluate the 
performance of the ROHC mechanism. The 
TELECOM Bretagne part of COSINUS was 
concluded in Sept 2007. COSINUS project 
ended completely in the beginning of 2008. 

Future Work 
Now that COSINUS has ended, investigations 
are done for new research studies about ROHC 
and UMTS. The platform obtained in COSINUS 
will be very useful for this kind of research. 
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Video on Demand in IP Multimedia Subsystem 
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Introduction 
The emergence of new services proposed by 
fixed and mobile networks implies the 
evolution of both the transport chain and the 
command chain. Normalization organisms for 
fix (TISPAN) and mobile (3GPP) networks have 
defined the IP Multimedia Subsystem (IMS)[4] 
as the reference architecture for next 
generation services based on SIP (Session 
Initiation Protocol) protocol.  

The goal of the VoD@IMS project is to address 
the issues of the conception, the 
implementation and the experimentation of 
new usages generated by the combination of 
the on-demand content distribution domain 
and the convergence of fix and mobile 
networks. This project is funded in the 
framework of the competitiveness cluster 
“Media and networks” and constitutes a 
natural complement to Mobim@ges and 
Distrim@ges projects. 

VoD@IMS project’s main issues focus on:  

• the definition of new services based on 
new technologies and new architectures 
(IMS, fix-mobile convergence, …) implying 
on demand audio-video contents (personal 
video hosting by the ISP network, sharing 
and common preview of videos on 
different sites, interactive services, …) and 
exploiting interactions between the 
different services; 

• the analysis of network architectures 
needed to service providing (IMS 
architecture, IPTV, …) in accordance with 
on going standardization efforts; 

• the validation of the proposed concepts 
and the verification of the feasibility and of 
the acceptability of the comportment and 
the performances of some  functionalities 
of the system;  

• the design and the implementation of a 
platform prototype. This demonstration 
platform enables the validation of the 
architecture and the proposition made in 
the project. The platform is designed in 
accordance to the “IMS based” 
architecture currently under 
standardization. 

Realization 
The main contribution of TELECOM Bretagne is 
related to the network architecture analysis 
and more precisely on the quality of service 
(QoS) management in IMS and NGN 
architectures. The first realization is the 
coordination and the contribution to the state 
of the art on QoS by first presenting the 
existing QoS mechanisms in the networks and 
then by a precise analysis of the QoS in IMS 
and in the NGN architecture, according to 
TISPAN.  This first document has been 
completed by the study of the transport layer 
to guarantee QoS in TISPAN NGN architecture 
according to three axes:  

• Within a domain. This lead to the 
proposition of an algorithm to allocate and 
share the domain resources between the 
flows according to the QoS. [1] 

• In the inter-domain context. TELECOM 
Bretagne proposed an architecture to 
optimize inter-domain routing of the flows 
with QoS and evaluated its performance. 
[2],[3] 

• The interactions between the protocols. 
The proposed architecture has been 
applied to the scenarios defined in the 
project. 

In the project, TELECOM Bretagne has focused 
on the relationships between the IMS core and 
the transport layer and on the mechanisms to 
provide in the transport layer to provide QoS in 
an efficient manner for multimedia sessions. 
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One of the most difficult aspects of 
guaranteeing QoS from end-to-end during a 
multimedia session is to obtain an inter-
domain path with the appropriate QoS 
guarantees. This implies a negotiation between 
the chain of domains and the allocation of the 
resources for the flow. The traditional inter-
domain routing protocol BGP (Border Gateway 
Protocol) is a solution to find an inter-domain 
path but it is not able to provide any QoS 
indication, nor guarantee. The IETF is currently 
working on the definition of a new element in 
the network to solve the problem of finding an 
inter-domain path with constrains. This 
element, called PCE (Path Computation 
Element) can be seen as an overlay, each 
domain having one or several PCE, 
communicating together in order to compute a 
path with required properties. These properties 
can be related to QoS, to network 
optimization, to traffic engineering issues, …  

Conclusion 
This project has given the opportunity to study 
and immerge ourselves in the IMS and NGN 
architecture. These subjects are especially 
active and mobilize the main operators and 
actors of the network community as well as 
the content delivery community. TELECOM 
Bretagne focused on the interaction of the IMS 
core with the transport layer, especially in an 
inter-domain context, to guarantee QoS for 
some very important flows. The consortium 
has been very active and the dynamic 
generated has led to the submission of the 
NextTV4all project by DGE. NextTV4all is a 
project that aims at constructing high-value 
service offers The objective is to develop an 
audio-video content delivery system based on 
IMS and the fix-mobile convergence for 
network and services and following the 
anywhere/anytime concept. The activity on 
inter-domain networking with QoS, developed 
at TELECOM Bretagne, will be continued in the 
NextTV4All project within the multi-X axis 
(multi-AS, multi-devices, multi-users, multi-
providers). 
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Radio Resource Management in Wireless 
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Introduction 
WiMAX (Worldwide Interoperability for 
Microwave Access) Broadband Wireless Access 
Technology is based on 802.16-2004 standard 
and its amendment 802.16e [1]. 

This standard defines the physical (PHY) and 
medium access control (MAC) layer for fixed 
and mobile broadband wireless access 
systems. Devices set up a so-called service 
flow to transfer data. A service flow is a MAC 
transport service that provides unidirectional 
transport of packets with a given quality of 
service either on uplink (packets transmitted 
by the SS, Subscriber Station) or on downlink 
(packets transmitted by the BS, Base Station). 
The dynamic service management is used to 
add a new service flow, change the QoS 
parameters of an existing flow service and 
delete an existing service flow. 

WiMAX radio resource system is very open and 
many algorithms are important for capacity: 
admission control, scheduling, power control, 
pricing, etc. In this work, we intend to study 
some parts of WiMAX radio resource 
management and then propose estimations of 
WiMAX capacity for some scenarios and 
environments. This work is made in the 
framework of a PhD study with partial funding 
of Région Bretagne. 

Realization 
First, a study of dynamic service management 
has been realized. The power control in the 
WirelessMAN-OFDM PHY layer has been 
studied. The power control has two stages: the 
initial calibration and the periodic adjustment 
procedure. Then, a review of WiMAX 
scheduling techniques has been made. The 
WiMAX scheduling environment as defined in 
the IEEE 802.16 standard is very open and 

includes many tools. Classical scheduling 
algorithms such as Round Robin, Max SIR 
(Signal-to-Interference Ratio) can be adapted 
or associated with other algorithms for 
WIMAX. Another trend is to define scheduling 
algorithms specifically for WiMAX. 

An important software development effort 
allowed the integration of various MAC 
functionalities in an existing NS-2 (Network 
Simulator) WiMAX module [2]. We introduced 
several WiMAX QoS features and the 
implementation of some schedulers and the 
evaluation of some parameters. Our modified 
WiMAX NS-2 module is described in detail in 
[3]. New interesting simulation results about 
WiMAX scheduling were obtained and will be 
published in [4].  The spectrum efficiency and 
mean sojourn time performance measures are 
determined through simulations. Spectrum 
efficiency is plotted for different schedulers 
(see Fig.1). We verify that scheduling based on 
the maximum SIR (mSiR)) scheduler provides 
the highest spectrum efficiency and the worst 
delay to deliver data frames, independently of 
the quality of the channel.   

 

Fig.1: Spectrum efficiency 

Future Work  
Other WiMAX scheduling studies are currently 
finalized and will be submitted to two Research 
conferences. 
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Another direction is the association of WiMAX 
resource allocation and pricing. As already-
mentioned, WiMAX has different QoS classes 
each having different parameters. Pricing 
policies can be designed in order to optimize 
various criterions: data rate sum, operator 
revenue, QoS considerations, etc.  
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Introduction 
High Speed Downlink Packet Access (HSDPA) 
is a packet-based data service in UMTS 
networks that supports data rates of several 
Mbit/s, making it suitable for data applications 
ranging from file transfer to multimedia 
streaming. In spite of the fairly high data rates 
that HSDPA offers, the shared downlink radio 
channel used in HSDPA is still a challenging 
environment for delay- and loss-sensitive 
applications like video streaming. 

In the past, we have looked at several issues 
related to the streaming of video over wireless 
links in general, and HSDPA in particular. The 
more recent work reported here concerns the 
complementary issues of packet scheduling 
and resource sharing in HSDPA. 

This work was performed in the framework of 
a Ph.D. thesis funded by the Conseil Régional 
de Bretagne, co-advised by two staff members 
of the RSM department. The thesis has been 
finished on December 2007 [1]. 

Realization 
In wired links, the task of partitioning 
resources (e.g., bandwidth) among flows, flow 
aggregates, users, etc. is relatively easy since 
the link capacity is known and fixed. 
Nevertheless, such partitioning is complex for 
wireless links with variable capacity; due to the 
dynamic nature of the link, it is difficult to 
effectively allocate the resources (i.e., time 
slots) between users who may be paying 
different prices for different services. 

One of the salient points of HSDPA is the use 
of MAC-layer scheduling to perform resource 
management (i.e., bandwidth allocation 
between terminals), taking into account the 
radio channel conditions of all users. In some 
proposals, additional factors like fairness 
between users, cell throughput or quality-of-
service (QoS) parameters are also considered 
in the scheduling mechanism. 

The first issue we have dealt with is the 
general problem of resource partitioning for 
shared wireless links like HSDPA. We 
considered different QoS classes or user 
groups, as shown in the figure below. We have 
studied how resource allocation among those 
groups, as well as between individual users, 
may be done using HSDPA MAC-layer 
scheduling. 

 

Without loss of generality, we have focused on 
the case in which there are two classes: one 
consists in best-effort (BE) users, and the 
other class in video streaming users. Existing 
scheduling schemes often allocate resources in 
such a way that the BE users are not 
guaranteed any time slots; they only get the 
residual time slots after the QoS requirements 
of the other users are satisfied. This type of 
resource allocation can cause instability, in the 
sense that during congestion periods the BE 
users will be starved. Note that even a single 
user in a higher-QoS class, suffering with bad 
channel quality (even if temporarily), can 
cause starvation to the BE users. Starvation 
will last at least for the time needed by the 
RNC to step in and take appropriate 
congestion control measures 

In order to perform hierarchical link sharing 
(i.e., between QoS classes and then between 
users in each class), a variant of an existing 
scheduler, the so-called Required Activity 
Detection scheduler [2], was introduced in [3]. 
Also, in order to avoid the starvation problem 
described above, we proposed that a lower 
class be considered a single virtual user of the 
next higher-QoS class. This type of allocation is 
then applied iteratively for all the other 
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classes. In our simple study case, the whole 
BE class is considered as a single virtual user 
of the next higher-QoS class. The resources 
allocated to this virtual user are then further 
divided among the “real” users in that class. 
Thus, the resources guaranteed to every BE 
user are not nil, since some amount of time 
slots are reserved for the whole class. During 
congestion, the degradation in service will be 
shared in proportion to the resources allocated 
to the virtual user and all the BE users. 

The proposed scheme was evaluated by 
means of simulations using the well-known ns-
2 tool. The results of out study, presented in 
[3], show that our scheme gives a low 
probability of unsatisfied QoS users in the 
operable region, and prevents the starvation of 
best-effort users. 

Secondly, we have proposed an improvement 
of another existing QoS scheduler [4]. When 
allocating the available bandwidth, our 
proposed mechanism, called Normalized Rate 
Guarantee (NRG) scheduler [5], takes into 
account the fact that QoS requirements (in 
terms of minimum bandwidth) may vary from 
one flow to the other. It tries to apportion loss 
rates in a fairer way during congestion. 
Another goal of NRG is to avoid the 
deterioration of QoS when best-effort load is 
increased. 

Performance evaluation of NRG was done 
using traces of a real reference video encoded 
using the H.264 format. We verified the 
insensitivity of the loss rate to the BE load, as 
shown in the figure below. 

 

The next figure shows how, with NRG, the 
average PSNR (peak signal-to-noise ratio) of 
the video is kept stable while the BE load 
increases. A similar improvement was also 
observed in terms of the subjective video 
quality, as assessed by means of the Pseudo-
Subjective Quality Assessment (PSQA) metric. 
As can be seen in the two figures, the original 

scheduler (labeled “hosein”) does not possess 
such desirable properties. 

 

Conclusion 
The work presented above is related to the 
problem of resource sharing in HSDPA 
networks by means of MAC-level scheduling. 
We have introduced improvements to existing 
schedulers that can yield significant 
performance benefits. Moreover, we have 
proposed a way of sharing bandwidth that 
avoids starvation of best-effort users, while at 
the same time taking into account QoS 
constraints of video streaming users. 
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Introduction 
Multicast services have paid a lot of attention 
for a few years. MBMS (Multimedia 
Broadcast/Multicast Service) is currently 
specified in the 3GPP recommendation. 
However, the focus is on the access and the 
core network rather then on the radio 
interface.  

In parallel, high speed data transmission has 
been specified on existing radio interfaces: for 
instance HSDPA (High Speed Data Packet 
Access) is defined for UMTS (Universal Mobile 
Telecommunications Systems). The main 
principle is to split data in short blocks and to 
use statistical time-based multiplexing: at each 
TTI (Time Transmission Interval) a scheduler 
decides which user to serve based on the 
states of the different queues and on the 
instantaneous quality of the channel of each 
user. Furthermore HSDPA includes link 
adaptation: the level of redundancy is reduced 
if the channel quality is good and hence the 
user-data block size is higher. 

The standard way to manage multicast 
services on the radio interface is to duplicate  
transmissions to the different User Equipments 
(UEs). We call this approach "multiple unicast". 
This may however considerably waste radio 
resource if there are several users registered 
to the same service in the same cell as only 
one user is served at each TTI. In this work, 
we then study how real multicast may be 
defined on the radio interface and what its 
performance is. 

Realization 
In order to avoid packets loss, a multicast 
scheduler must consider the worst case; i.e. 
adapt the block size (hence the level of 
redundancy) to the mobile of the multicast 
group that has the lowest SNR. On the 
opposite, in multiple unicast the scheduler may 
choose to serve the user that has the best SNR 
at each TTI. Hence, the gain of using such a 
conservative multicast scheduling standard 
systems is not easily predictable compared to 
an optimal multiple unicast. 

We compared the performance of multicast 
and multiple unicast for several UEs that have 
the same mean SNR but random instantaneous 
values due to different fading conditions. We 
define the multicast gain as the ratio between 
the maximum user rate at the base station for 
multicast and the equivalent rate for multiple 
unicast. It can be seen on figure 1 that below 
a mean SNR of approximately 5 dB multiple 
unicast must be preferred. Above this value, 
multicast is better. The gain is higher if a 
larger number of user is considered.  

 

Figure 1. Multicast gain as a function of the 
mean SNR 

The performance was studied [2] for a generic 
system by using the Shannon formula but 
results was confirmed by a simulation on the 
Eurane simulator [1]. 

Future Work  
The study will be extended to a more general 
case with different mean SNR. Different 
scheduling policies will be studied for 
multicast. An interesting extension is also to 
consider how macro-diversity can improve the 
performance of multicast. 
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Introduction 
In the current-generation wireless com-
munication systems, users have a large choice 
of the access technology for their Internet 
connections: cellular networks, as the 
Universal Mobile Telecommunications System 
(UMTS), wireless local networks, as the 
wireless local area networks (WLAN) or World 
Interoperability for Microwave Access 
(WiMAX). As a result, many research activities 
are investigating the issues of using mobile 
terminals which may have multiple wireless 
cards in current networks. However, delivering 
advanced services, preferably seamlessly and 
in the "best" manner, over these various 
access technologies requires both enhanced 
networks decision and execution capabilities as 
well as much more functionalities in the end-
terminals.  

Realization 
A functional definition of the QoS and mobility 
mechanisms to be specified has been issued. 
This step leverages on a survey of various QoS 
management approaches such as the ones 
proposed in DAIDALOS [1] and Ambient 
Network [2] European projects. Then, the 
complete specifications of the mechanisms 
previously defined have been designed.  

In the new proposed architecture, the 
handover decisions are distributed dynamically 
between several entities according to the load 
conditions of the network and the 
requirements of the applications and the users.  

We specified a solution compatible with the 
experimental models developed at Orange-
Lab: the proposed QoS mechanisms is to be 
integrated into the mobility management 
model called Hierarchical and Distributed 
Handover management [3].   
Then we integrated the QoS mechanisms into 
the hierarchical and distributed architecture 

designed in the first phase of this work: these 
mechanisms are distributed throughout the 
different entities of the proposed architecture. 

The QoS and mobility management 
mechanisms have been enhanced by the 
following functional processes: 

1) Algorithm used to decide which handover 
type should be performed: Indeed the 
proposed architecture supports multiple types 
of handover execution such as Make-before-
break handover, Break-before-make handover, 
Anticipated handover and Unanticipated 
handover. In this case, the handover to be 
performed will be chosen according to the 
application and client type, this, in order to 
satisfying the requirements of any applications. 

2) QoS data transfer (such as QoS 
parameters): QoS data needed during a 
handover will be divided into several parts 
according to the current information 
localization. For example, parameters related 
to the core network, parameters related to the 
IP access network (transmission delay), 
parameters related to the radio access network 
(bandwidth) and parameters related to the 
point of attachment (class of service). In order 
to improve the performance of the mechanism 
for transferring QoS data, some information 
can be broadcast either to a list of IP access 
network manager or a list of radio access 
manager or a list of candidate point of 
attachment. 

3) Proactive distributed negotiation: QoS 
parameters will be shared between several 
levels. At each level, the negotiation process is 
performed for the parameters associated to 
this level. In addition, a controlled or assisted 
network negotiation is integrated into this 
architecture. 
 
We compared the negociation process 
designed in the new architecture to the one 
applied in UMTS Release 5 [4]. And the results 
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show that our approach is more scalable than 
the UMTS one since the amount of data need 
to achieve a negotiation is reduced under 
different scenarios.  

 

Perspectives 
The future works will be focused at first on the 
implementation of these Mobility and QoS 
management mechanisms. OPNET will be used 
as a simulation tool for developing modules 
needed to define entities of the proposed 
architecture. These modules incorporate new 
defined mechanisms. As an example of 
modules to be developed, we can cite the QoS 
negotiation module, the transfer module 
needed for broadcasting necessary QoS data 
during a handover and QoS context mapping 
module used to hide the diversity of radio 
networks and QoS protocol integrated into the 
IP network. In the second phase, the work will 

be focused on the validation of the developed 
implementation by performing scenarios tests 
and list of measurements 
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Introduction 
In the past few years several techniques have 
been designed in order to enable session 
continuity during mobility events. Nevertheless 
such events often entail long-term effects on 
the terminal execution environment, which can 
result in severe repercussions on services as 
usual as the video streaming.  

This work aims at proposing, simulating and 
implementing a generic architecture that would 
allow any kind of services to face with mobility 
events.  During the first part of this work a 
comprehensive survey has been achieved and 
a first version of a new architecture has been 
designed, which is currently under evaluation.  

Achievements 
A survey of works dealing with service 
adaptation in the mobile network context have 
been achieved. Its conclusions led us to define 
a generic architecture complying with the Next 
Generation Network paradigm. This model is 
currently used as a basis to specify, simulate 
and implement simple scenarios to show off 
the potential advantages of the proposed 
generic architecture. 

Services, such as multimedia streaming,    
require specific architecture to run in 
heterogeneous environment. Usually QoS 
architectures are implemented to guarantee a 
certain level of performance, which may 
include adaptation mechanisms, such as the 
ones used in proxies to adapt the multimedia 
content to the best achievable quality. 
However, mobility makes this environment 
dynamic. This causes important changes in the 
service environment and leads to major 
disruptions in their execution.  

A mobility intelligence is therefore required to 
manage complex decisions such as the choice 
of the best datapath in the operator network. 
In a similar way a service intelligence is also 
needed as well to analyze the service running 
environment (e.g., user profiles and so on) 
and to determine the way a service should run 

to allow the best user experience. These 
intelligences are distributed from the source to 
the terminal, including any entity taking part to 
the service and should closely collaborate as 
their decisions are linked.  

The adaptation architecture must be 
compatible with any service platform. In this 
context, the IP Multimedia Subsystem 
represents a good candidate to determine the 
adaptation chain throughout its lifetime from 
the service negotiation to its invocation and 
execution. The adaptation architecture should 
not be tied to any mobility protocols, but it 
could take this factor into account, for instance 
to determine the adaptation entity localization. 

These conclusions resulted in a generic 
architecture, wherein a mobility manager and 
a service manager dedicated to the session 
management work together in order to 
accurately adapt a service according to its 
runtime execution environment. This 
architecture and its motivations are detailed in 
a paper to be presented at HET-NETS'08 [1].  

Future works 
This model has also been used to specify a 
demonstration that will show a basic 
adaptation of a scalable video in a reaction to 
handovers between heterogeneous networks, 
such as WiFi and UMTS. 

Extensive simulation works (under OPNET) 
have been planed to demonstrate the interest 
of the proposed architecture and to propose 
typical deployment.   
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Description 
In the near future, our network environment 
will be undoubtedly highly heterogeneous in 
terms of access technologies of course, but 
also regarding the functional architecture. As 
different access networks have been 
standardized by different organizations, they 
operate in ways which are based on different 
assumptions and with a diversity of 
optimization goals and means.  

The aim of this work is to define a common 
(minimal) access network functional 
architecture able to integrate different access 
technologies coming from different 
standardization bodies. This architecture 
should be able to benefit from mesh as well as 
collaborative network to extend its coverage.  

The mobility management should take into 
account resources and QoS management in a 
network centric way to allow integrated 
operators to offer a seamless service to its 
customer.  

Achievements 
A state of the art on the fixed and mobile 
access network architecture have been 
achieved. A list of essential functions we found 
in the different architecture is on the way with 
a focus on those related to mobility 
management.  

A preliminary study has been completed on the 
use of host routing approaches to support 
mobility management in packet based wireless 
networks where it is generally realized with 
various tunneling protocols. Tunneling 
approaches requires specific mechanisms to 

setup and maintain tunnels in the network for 
each attached or active mobile node. Other 
alternatives to tunneling where proposed some 
years ago based on per-host routing 
approaches (Cellular IP, Hawaii) but did not 
meet standards adoption yet. Per-host routing 
has the advantage of being easily introduced 
in existing IP routing protocols without 
modifications. We evaluated both approaches 
in a WLAN environment thanks to simulations. 
Results show that handover delay is negligibly 
impacted in our per-host scheme, whereas it is 
strongly penalized in tunneling approaches. 

Future works 
For the following of the work, a multi-
technologies access architecture will be 
proposed. Its aim is to support neighboring 
based connectivity management schemes 
between Base Stations and Access Points from 
different technologies (e.g. 2G, WCDMA, LTE, 
Wimas, WiFi, any new 4/5G technology…). We 
consider that access network entities will be 
part of the same access network in order to 
allow a given terminal and communication flow 
to make use of optimized connectivity adapted 
to its own requirements. In this novel 
approach, any new technology could be easily 
deployed using the common network 
infrastructure, architecture and protocols while 
inter-technologies convergence mechanisms 
impacts becomes negligible. 
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Introduction 
The main objective of this project is the design 
and the simulation of a unified framework to 
manage handover across heterogeneous 
environment. The target scenario is the 
management of multiple mobile nodes that 
access the Internet through various 
communication technologies. In this context, it 
is important for mobile nodes to learn the 
environment characteristics to help flow 
distribution over available network 
attachments. In this learning process, we need 
to focus on the delay of handover in order to 
make mobility as seamless as possible. In 
order to faster the flow redirection across 
various interfaces, we will then develop strong 
interaction between layers. 

In addition to the environment discovery, an 
information exchange mechanism among the 
different nodes in the system need to be 
developed in order to enhance the global 
knowledge of the network topology on each 
node. This work is then tied to standardization 
effort of IEEE 802.21 that designs mechanisms 
to enable handover and interoperability 
between heterogeneous network types 
including both 802 and non 802 networks. 

The second major topic of this project is the 
simulation framework. Research in 
telecommunication has always relied on 
simulation for evaluation purpose. Would it be 
for deployment of wireless base stations or for 
the investigation of corner cases of a particular 
protocol, the simulation tool brings an 
important evaluation framework to a validation 
process. It is a complementary study of 
analysis performance and it allows focusing on 
a set of parameters to adjust the specification 
of a protocol. In this project several scenarios 
are simulated to investigate all aspects of 
mobility. 

Realization 
A new IEEE 802.16 model has been designed 
for the network simulator NS-2 [1]. This 
simulation framework has been adopted by the 
WiMAX forum as the official IEEE 802.16 
simulation model. It provides the MAC and 
PHY layers on both Base Station and Mobile 
Station. We also proposed a set of scheduling 
algorithms for the base stations to control slot 
allocation in the WiMAX system [2]. 

Lately, we focus on the MIH message 
transport. In the standard, the actual transport 
mechanism is not specified but the MIH 
messages can be carried over layer 2, layer 3, 
or any layer above. The low packet latency 
and reliability dictate the selection of the 
transport protocol. If the necessary signaling is 
not completed prior to losing connectivity, the 
mobile node relies solely on local information 
and may connect to an invalid network. The 
main reason to trigger a handover is a 
degredation in signal quality. This also means 
that the connection is suffering from higher 
packet loss rate. Thus the transport protocol 
carrying the MIH messages must be able to 
maintain its service under conditions of high 
packet loss rate. Traditional transport 
protocols, namely User Datagram Protocol 
(UDP) and Transmission Control Protocol (TCP) 
provide communication between two Internet 
Protocol (IP) addresses and rely on additional 
mechanisms such as Mobile IP to handle 
mobility. This means that the performance of 
these protocols is dependant on the mobility 
protocol located at the network layer. In 
contrast, Stream Control Transport Protocol 
(SCTP) embeds multihoming and 
multistreaming capabilities. The Dynamic 
Address Reconfiguration also allows SCTP to 
perform layer 4 handovers. Thus we are 
studying the advantages and performances of 
these transport protocols in order to provide a 
comprehensive analysis. This analysis has 
been presented at the IETF, in the MIPSHOP 
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working group, in order to initiate discussion 
on the choice of the transport protocol. 

Conclusion 
The project will finish at the end of 2008, and 
we cover several IEEE 802.21 issues. The 
study of Layer 2 handover in different access 
technologies (IEEE 802.11, 802.16) and the 
usage of MIH functions allow to perform 
efficient and seamless handover. In order to 
transport the MIH messages, which may 
include decision policies, we study available 
transport protocols. SCTP seems to be a good 
candidate in terms of security, reliability, 
multihoming and mobility support. 
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Introduction 
A new digital but especially wireless world is 
knocking at the door. Wireless technologies 
offer now high performance and allow to get 
rid of cable. However, there is no single 
communication technology that can put 
together all users needs, such as wide 
coverage areas, high data rate and support for 
mobility. Instead, terminals integrate several 
means of communication, which allow taking 
advantage of each independent technology. 
This results in multihomed terminals that can 
access network resources through different 
routes. Multihoming is an important feature 
that allows to distribute communication flows 
over a set of paths (or interfaces), or to 
recover upon failure. However, while IPv6 
offers a framework for multihoming, standard 
systems do not take as many benefits as 
multihoming can offer. 

This project is tackling this problem by 
enabling a full multihoming support, especially 
in a mobile context. The typical scenario that is 
considered is a mobile network, which can 
access the Internet via different paths and 
distribute its traffic according to a set of 

preferences. Location management, failure 
discovery or flow redirection are some of the 
issues this project is focusing on. 

This work is conducted in the framework of the 
Moshi PhD project (MObility and SHIm) funded 
by région Bretagne. It began in September 
2006. 

ISP1ISP1

Prefix delegation
2001:660:7301:3728/64
2001:660:220:101/64

Address 1  = 2001:660:7301:3728:250:daff:fede:f7b4
Address 2  = 2001:660:220:101:250:daff:fede:f7b4
Address 3  = 2001:660:220:102:250:daff:fede:f7b4

ISP2ISP2

InternetInternet

Prefix delegation
2001:660:220:102/64

IPv6 prefix Interface identifier  

Realization 
During the first year of the project, we studied 
the bibliography and evaluated several 
protocols (SHIM6, HIP, SCTP). This evaluation 
made us choose SHIM6 as the basic protocol 
for the remaining work. SHIM6 was chosen 
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because it offers a generic framework over 
IPv6 that can be easily deployed. 

In 2007, we focus on mobility impacts on the 
SHIM6 operations. SHIM6 is a protocol 
designed to support multihoming. However, 
we envision that most nodes in the Internet 
will be mobile, therefore we analyze the SHIM6 
operation in mobile environment. 

On one hand, we may consider to associate 
SHIM6 with a mobility protocol, such as Mobile 
IP. However, such a combination might 
introduce an important overhead in terms of 
conception and implementation (two abstract 
layers in the IP layer) and in terms of 
overhead since a packet may be encapsulated 
several times. Therefore, we propose in [2] the 
study of SHIM6 operation on a mobile node. 
We conclude that with a proper use of Update 
Request and Update Acknowledgement 
messages, a SHIM6 context can be updated 
with new IPv6 addresses that are acquired 
while the node is on the move. The main 
concern of such a usage is the handover 
latency. The new network discovery seems to 
be the major part of the handover process, 
and we find out that IPv6 optimizations for 
router and prefix discovery that were designed 
to enhanced mobility protocols can be used 
with SHIM6 as well. 

The experimentations we performed gave us 
new perspective and highlighted some 
additional issues. In a multihomed 
environment, when a mobile node acquires a 
new address, we need a decision algorithm 
that indicates whether the new address must 
be used or not. We are currently investigating 
this decision algorithm. 

Conclusion 
With the large amout of network protocols that 
have recently been proposed, it is important to 
evaluate the features and the overhead 
introduced by each of them. While we envision 
that in a near future most nodes will be mobile 
and multihomed, we need to support both 
mechanisms. Instead of putting together 
several protocols, we showed that SHIM6 may 
be used for both mobility and multihoming 
support. Now, we still need to determine the 
overhead of this protocol compared to others, 
and we also need to adjust some parameters 
of the SHIM6 protocol, such as the decision 
algorithm or the movement detection 
mechanism. 
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Introduction 
When moving, a wireless user may need to 
switch from an access point to another one. 
The radio link is generally secured 
(authentication of the user, ciphering,…) and 
the same level of security must be kept after 
any kind of handover. Two solutions may be 
used: setting up a new secured link during the 
handover or transferring security information 
to re-establish security context. 

"Context transfer" refers to a technique in 
which information regarding a mobile terminal 
is transferred in the infrastructure network 
between two points of attachment. The goal is 
to avoid service disruption due to time needed 
to re-establish the context in the new point of 
attachment during a handover. The context 
transfer mechanism is particularly suited for 
security services.  

The goal of this work is to implement a secure 
handover schemes based on the context 
transfer protocol defined by IETF and then 
compare it with pre-authentication-based 
solutions through simulation and actual test-
bed. This work contributes to the DAIDALOS II 
European project. 

Realization 
The principle of the context transfer 
mechanism is the following: when a mobile 
node moves to a new access equipment, it 
needs to continue flows that have already 
been established at the previous access 
equipment. These services are known as 
"context transfer candidate services". We limit 
our scope to context related to security, like 
IPsec, PANA, 802.1X, etc. and we mainly focus 
on the solution defined by the IETF: the 
Context Transfer Protocol (CXTP – RFC 4067) 
[1]. 

We implementated IPsec context transfer with 
CXTP. An article on the IPsec context transfer 
in a IPv6 mobility environment has been 
published in the BWIA07 workshop and in the 
IJCNDS journal [3]. It presents the IPsec 
contexts and the test-bed where the IPsec 
context transfer is implemented. 

For the DAIDALOS II European project, CXTP 
has been fully implemented under OMNET++, 
in order to compare CXTP to pre-
authentication mechanisms. Optimizations of 
CXTP for intra and inter domain cases have 
been proposed in order to improve the 
protocol security: improvement of the 
authorization token management, decrease of 
the ‘domino effect’ vulnerability window size, 
interaction with PANA and IPsec regarding the 
mobility protocol (NETLMM or MIPv6). A study 
of the use of MOBIKE (another mobility 
management scheme) with CXTP has been 
realized. A security proof of CXTP in predictive 
mode (MIHO and NIHO cases) has been done 
in HLPSL using the AVISPA project tools [2]. 

Regarding the implementation work, SPD 
(security policy database) context transfer has 
been implemented and other improvements 
have been done : automatic management of 
the mobile node and the access routers IP 
addresses during the execution, inter process 
communication using signals, transfer and 
configuration of both contexts (i.e. SAD and 
SPD) in one execution. These improvements 
were made in order to begin the last step of 
this implementation: the transfer of the IKE 
context. These works are done in the scope of 
the french-japanese collaborative project 
NAUTILUS6. 
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Future work 
Our next step is to finalize the implementation 
of CXTP for IPsec and particularly the IKEv1 
context transfer. Then we finalize the 
simulation implementation with support of 
level 3 protocols, and to perform an extensive 
evaluation of proposed solutions. 
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Introduction 
Nowadays, terminals often include several 
network interfaces with different wireless 
technologies such as GSM-GPRS, UMTS, IEEE 
802.11 (WiFi) or IEEE 802.16 (WiMAX). 
Wireless network operators wish to use the 
technology diversity in order to improve their 
coverage and the experience of their clients. If 
some areas may be simultaneously covered by 
several access networks that use different 
technologies, network devices may be very 
distant from each other in term of number of 
hops and may use different mobility 
management mechanisms. Therefore, 
operators need an efficient vertical handover 
(i.e. inter technologies) that allows them to 
mix devices of different technologies in the 
same access network or in close access 
networks. It should allow transparent 
handovers between technologies as efficient as 
horizontal handover in terms of signaling cost 
and handover latency while ensuring a good 
network services continuity.   

The “WiFi-WiMAX project” is a research 
contract initiated with France Telecom R&D in 
April 2006. The main goal of the project is to 

propose vertical handover management 
solutions operating at the layer 2 level. In 
particular, we aim at ensuring fast and secure 
handover between IEEE 802.11 and IEEE 
802.16 networks.  

Objectives 
The objectives of the project are: 

• Propose a state of the art of the proposed 
handover (HO) management solution in 
the literature and specially layer-2 and 
layer-3 solutions, 

• Develop handover intra-technology 
handover management solutions related to 
the IEEE 802.11 and IEEE 802.16 
networks, 

• Extend the proposed solutions to the 
heterogeneous handovers over both 
technologies. 

• Propose an evaluation of proposed 
solutions through analytic and simulation 
studies, 
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• Set up a test-bed integrating and 
implementation of proposed solutions.  

Realization 
The project started with the study of vertical 
handover management solutions in the 
literature. We proposed a classification of the 
described solutions based on the layer where 
they operate. We demonstrated the interest to 
investigate the possibility to manage vertical 
handover at a layer-2 level (without the 
involvement of layer 3 mobility management 
mechanism).  

Based on this study, we propose a general 
framework to optimize the HO execution in 
layer-2 level over proactive mechanisms 
performances. 

In a second step, we apply the solutions 
proposed in the framework to mange fast and 
secure handover under the IEEE 802.11 
networks. This work results into two fast re-
authentication methods under the IEEE 
802.11i security framework. These different 
proposals have been analytically evaluated 
under different network architectures. 

We develop an implementation of the IEEE 
802.11 handover management solutions under 
the network simulator SimulX. SimulX is an 
event-driven network simulator developed 
TELECOM Bretagne, which is especially 
designed for heterogeneous wireless access 
networks and IPv6 mobility. We conduct 
simulation test and propose a performance 
evaluation of the proposed mechanism under a 
large-scale environment.  

Additionally, we proposed a real 
implementation of the proposed fast re-
authentication methods based on a set of open 
source software’s that we modify. We used 
this test bed to perform functional tests that 
attest of the good working of our mechanisms 
in a realistic environment. 

In a third step, we based on the proposed HO 
optimization framework to specify inter-
technology handover management 
mechanisms for wireless networks based on 
the IEEE 802.11 and IEEE 802.16 network. 
These mechanisms ensure a fast and secure 
handover for mobile station while preserving 
QoS management continuity. 

We develop an implementation of inter-
technology HO management mechanisms 
under Simulx. Our goal is to conduct 
performance evaluation of these mechanisms.  

Future work 
Next steps in our works mainly consist of the 
evaluation of inter-technology HO 
management mechanisms over simulation 
tests and analytic study to evaluate the 
benefits of these mechanisms and also to 
determine their limits. Based on evaluation of 
inter and intra technology HO management 
mechanisms, we hope to propose a general 
evaluation of the general framework for HO 
management proposed in the first step.  
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Security Analysis and Validation 
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Introduction 
The configuration of network security 
components, such as firewalls and network 
intrusion detection systems (NIDSs), is usually 
based on the distribution of security rules that 
state what is permitted and what is prohibited 
in a system during normal operations. This 
configuration must be consistent, addressing 
the same decisions under equivalent 
conditions, and not repeating the same actions 
more than once. Otherwise, the existence of 
anomalies in these rules may lead to weak 
security policies (potentially easy to be evaded 
by unauthorized parties). Our research work 
proposes the combination of two main 
strategies in order to manage this problem. 
The first strategy is the use of an audit 
mechanism that analyzes already deployed 
configurations, signals inconsistencies, and 
yields consistent configurations. Moreover, 
through this mechanism we can fold existing 
policies and create a consistent and global set 
of rules — easy to maintain and manage by 
using a single syntax. The second strategy is 
the use of a refinement mechanism that 
guarantees the proper deployment of such 
rules into the system, yet free of 
inconsistencies. 

This work was partially done in Politess 
(POLitiques de sécurité pour des systèmes 
d’information en réseau: modélisation, 
déploiement, TESt et surveillance), a RNRT 
project, which aims at improving the 
confidence in security policies by the use of 
deployment, monitoring techniques and 
conformance testing. 

Realization 
To achieve the automatic deployment of 
security rules, we first express formally the 
security policy to be enforced using the OrBAC 

model (Organization Base Access Control). 
Then we take advantage of the hierarchical 
structure of OrBAC entities (organizations, 
roles, activities, views contexts, permissions 
and prohibitions) to automatically derive other 
privileges using the inheritance mechanisms. 
So the inheritance of positive or negative 
authorizations (permissions and prohibitions) 
has been analyzed and formally stated [1]. 
Conflict Management has also been studied. 
The derivation of the security rules is a three-
phase process (see figure below).  

 Or-BAC Network 
Security policy 

 XML 

Generic               firewall 
rules 

 

XSLT 

XML 

NetFilter 
rules 

XSLT 

PIX    rules. . . . . . IpFilter 
rules 

Checkpoint 
rules 

 

The process has been used to generate 
security rules for an open source firewall 
(Netfilter), Netasq IPS (Intrusion Protection 
System) and also for the intrusion detection 
system Snort [2]. 

Our proposed strategies have been 
implemented as an extension of a software 
prototype called MIRAGE (which stands for 
MIconfiguRAtion manaGEr). Actually, MIRAGE 
implements two different approaches. First, 
MIRAGE implements an audit process to detect 
and fix configuration errors over components 
already deployed. Second, MIRAGE also  
implements a refinement process to properly 
deploy the global set of rules over the system's 
components [3]. This refinement mechanism 
guarantees that the set of rules deployed over 
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the different components is consistent and not 
redundant. 

Conclusion 
As work in progress, we are currently studying 
how to extend our approach in the case where 
the security architecture includes IPv6 devices. 
More specifically, the construction of new VPN 
tunnels (e.g., IPv6-over-IPv4) for IPv6 
networks must be revised, and more 
investigation has to be done in order to extend 
the approach aforementioned. In parallel to 
this work, we are also extending our approach 
to make cooperate routing and tunnelling 
policies. 
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Introduction 
Current information systems have to face 
many threats that attempt to exploit their 
vulnerabilities. Moreover, since information 
systems tend to be increasingly complex, 
specifying their security policy is a tedious and 
error-prone task. In this context, specifying 
consistent, relevant and complete security 
policies of information systems is a major 
challenge for researchers. 

There are many advantages of using a formal 
approach to specify the policy: (1) It provides 
non ambiguous specification of security 
requirements, (2) It is possible to develop 
support tools to formally analyze these 
requirements, (3) It is also possible to develop 
support tools to assist the security 
administrator in the task of automatically 
deploying these requirements over a security 
architecture. 

A security policy may actually specify very 
different security requirements. The literature 
has primarily focused on access control and 
information flow control requirements and 
more recently on authentication and usage 
control requirements. Specifying administration 
and delegation policies is also a more and 
more important issue, especially in the context 
of pervasive distributed systems. Finally, the 
security policy should also specify 
requirements that apply when some intrusions 
occur. They are called reaction requirements 
and are also part of the security policy.  

The ANR SETIN POLUX project (Policy Unified 
Expression) aims to define an environment to 
express access and usage control policies and 
apply it to a set of components performing 
protection, detection and reaction 
functionalities. The security policy must be 
specified using precise and non ambiguous 
formal languages in order to prove the formal 
verification and validation of the security policy 
deployment over heterogeneous systems. 
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Realization 
Figure 1 shows a classification we have 
defined in Polux of the various requirements a 
security policy may contain. We are currently 
defining an integrated formalism to specify 
these different requirements in a unique 
framework. 

 

Figure 1: Security policy structure 

The approach suggested in the POLUX project 
is to define this framework as an extension of 
the OrBAC model [1]. For a system to be 
developed, OrBAC describes the permissions or 
prohibitions for people to any of the resources 
of the system (it may apply to configure a 
firewall as well as to define who can access a 
given service or database). These rules specify 
permissions or prohibitions that apply only to 
specific circumstances, called contexts [2]. 
OrBAC also provides means to specify the 
different security policies applicable to the 
various parts of an organization (sub-
organizations). At the end of this specification 
process, the security policy specifies what 
should be permitted or prohibitied in the 
system, in function of contexts, roles, activities 
and views. 

An administration model for the OrBAC model, 
called AdOrBAC [3] has also been defined and 
a support tool called MotOrBAC has been 
implemented and is available as an open 
source software. MotOrBAC [4] is an open 
source tool which can be used to write security 
policies expressed using the OrBAC model. It 
provides functionalities to edit a policy, to 
detect and solve the potential policy conflicts 
and to simulate the policy. 

A new version of MotOrBAC has been written 
in pure java and relies on the OrBAC java API. 
The OrBAC java API uses the Jena library to 
represent the OrBAC policy through an RDF 
graph and uses the Jena inference engine. The 
OrBAC java API has been created to allow 
developpers to integrate the OrBAC security 
model into their applications. 

Our work on MotOrBAC also focuses on the 
problem of policy deployment. Actually we are 
working on policy translation mechanisms to 
integrate into MotOrBAC the possibility to 
translate parts of a concrete policy infered 
from an abstract OrBAC policy into various 
languages used to configure security softwares 
(iptables for instance). 

Conclusion 
We plan to further develop the OrBAC model, 
especially to specify information flow 
requirements, usage control requirements and 
reaction requirements. The MotOrBAC tool kit 
will be extended to support the specification of 
these different requirements. 
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Introduction 
While important efforts are dedicated to 
system functional testing, very few works 
study how to test specifically security 
mechanisms implementing a security policy. In 
this thesis, we study how to adapt testing 
techniques to test such security mechanisms. 
The testing techniques that have proven their 
effectiveness in the field of functional testing 
are adapted in order to be applied to test 
security mechanisms.  

Realization 
We applied mutation analysis to the context of 
testing security policies [1]. The objective is to 
make test cases efficient enough to reveal 
erroneous implementations of a security policy. 
We adapted mutation analysis – which consists 
of seeding security faults in the system –and 
proposed a fault model specific to access 
control security policies. 

Any security policy is strongly connected to 
system functionality: testing functions includes 
exercising many security mechanisms. 
However, testing functionality does not intend 
at putting to the test security aspects. We 
proposed thus two strategies for producing 
security policy test cases [2], depending if they 
are built in complement of existing functional 
test cases or independently from them. We 
also proposed test selection criteria to produce 
tests from a security policy. To quantify the 
effectiveness of a set of test cases to detect 
security policy flaws, we used mutation 
analysis on three empirical studies. The overall 
approach has been applied to OrBAC access 
control policies using the associated Motorbac 
tool (http://www.orbac.org/).  

In collaboration with Alexander Pretschner, 
during its sabbatical at TELECOM Bretagne, we 
began to study the test generation issue by 
proposing a new model-based approach that 
uses combinatorial testing [3]. Test cases are 
generated using pair-wise testing and we 
compare them to several random test 
generation. Mixed-feeling results show that we 
must still study this problem. 

In the same collaboration, we also studied how 
to use security tests to detect hidden security 

mechanisms in legacy systems [4]. In fact, if 
access control policy decision points are not 
neatly separated from the business logic of a 
system, the evolution of a security policy likely 
leads to the necessity of changing the system’s 
code base. This is often the case with legacy 
systems. We analyzed the notion of flexibility 
which is related to the presence of hidden and 
implicit security mechanisms in the business 
logic. This first work suggested the use of a 
test-driven methodology to detect such hidden 
mechanisms, and drive the incremental 
evolution of a security policy.  

Conclusion 
As a future work, we will focus on using meta-
models to offer a complete framework to 
produce, in a generic way, a tool for mutation 
analysis of interoperable security policies (first 
results in [5]). We will also study and propose 
new approaches to automatically generate 
security tests targeting the implementation of 
security policies. 
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Introduction 
The OrBAC model (Organization Based Access 
Control) is an access control model developed 
in the RSM department of TELECOM Bretagne. 
This model is based on the concept of 
organization. In this manner, the policy 
specification is completely parameterized by 
the organization so that it is possible to handle 
simultaneously several security policies 
associated with different organizations. In 
other words, the security policy does not 
directly apply to subjects, actions and objects. 
Instead, it defines authorizations that apply 
within an organization to control the activities 
performed by roles on views. 

The OrBAC model is self administrated, that is 
the concepts used to define an administration 
policy, in the Administration model for OrBAC 
(AdOrBAC), are similar to the ones used to 
define the remainder of the security policy. 

Realization 
The main purpose of this work is to provide a 
complete framework to specify delegation 
requirements in the OrBAC model. The 
delegation is the process whereby a user 
without any administrative prerogatives 
obtains the ability to grant some 
authorizations. 

We have shown, in [1,3], that it is possible to 
manage administration requirements, including 
delegation requirements, in a unique model. 
This is thanks to the fact that the OrBAC model 
offers facilities, such as multi-granular license, 
contextual license, use of views, etc., which 
provide means to specify delegation 
characteristics without adding new 
components or modifying the exiting ones. 

Therefore our approach is more flexible, more 
simple and more complete than previous 
delegation models. However, adding a 
delegation rules in the OrBAC model can be 
conflicting with administration rules.  

The approach used to manage conflicts in 
OrBAC is based on assigning priorities to 
access control rules. Nevertheless, to 

overcome difficulties encountered in Rule-BAC, 
we restate, in [2], the problems of rule 
redundancy and potential conflicts using 
inheritance mechanisms and separated 
constraints specification. We show that, using 
this approach, rule redundancy and potential 
conflicts are tractable problems computable in 
polynomial time. 

Conclusion 
The future work will be dedicated to enrich our 
delegation model and more precisely the 
revocation mechanism.  

Moreover, since in the OrBAC model it is also 
possible to specify obligations, our model can 
be enriched by the study of the delegation of 
obligations. The notion of context is also very 
useful to deal with this aspect, for instance, we 
can specify the bilateral agreement using a 
provisional context. In further work we will 
develop this point. 

Future work also includes the enforcement of 
the delegation policies in MotOrBAC, the 
application prototype designed to manage Or-
BAC policies. 

References 
[1] M. Ben Ghorbel-Talbi, F. Cuppens, N. 
Cuppens-Boulahia and A. Bouhoula. "Managing 
Delegation in Access Control Models". In 
Proceedings of the 15th International 
Conference on Advanced Computing and 
Communication (ADCOM'07), Guwahati, Inde, 
December 2007. IEEE Computer Society.  

[2] F. Cuppens, N. Cuppens-Boulahia, M. Ben 
Ghorbel. "High Level Conflict Management 
Strategies in Advanced Access Control Models". 
Electronic Notes in Theoretical Computer 
Science (ENTCS), Volume 186, Pages 3-26, 
Juillet 2007. Elsevier Science Publishers.  

[3] F. Cuppens, N. Cuppens, A. Bouhoula, M. 
Ben Ghorbel. “Delegation Model for ORBAC 
Model : Extended Abstract”. In Proceedings of 
the 7th Tunisia-Japan Symposium on Science, 
Society and Technology (TJASST'06), Sousse, 
Tunisia, December 2006. 



Pracom’s Annual Report 2007 37  

Specifying and deploying security in workflow management 
systems 
Research Staff : Frédéric Cuppens, Nora Cuppens-Boulahia– Ph.D. Student : Samiha Ayed 
Keywords : Workflow Management, OrBAC, context-awareness 
Applications : Security of workflow management systems, Web service security 
Partners & Funding : partially funded by Conseil Régional de Bretagne 
 

Introduction 
Workflow Management Systems (WFMSs) are 
being more and more used in industry and 
research domain. WFMSs are used to 
coordinate and streamline different processes. 
Very large WFMSs are often used in 
organizations. So, they need to be executed in 
a secure manner especially because executions 
of different tasks defining them are much 
related [1].  

For instance, let us consider a workflow 
composed of tasks T1, T2 and T3 which must be 
executed in a sequential order. If we suppose 
that these three tasks act on the same 
documents, the access to these documents 
must be controlled according to the order of 
execution of tasks. In other words, this access 
control must be synchronized with execution 
progression of the workflow. In addition, the 
execution of a task is related to the execution 
of precedent tasks. So, a workflow 
specification must be correlatively defined with 
a security policy. This policy has to express 
these different requirements. On the one 
hand, it has to deal with access control 
requirements. On the other hand, it must take 
into account information flow requirements.  

To manage security in workflow systems many 
research works have been based on different 
approaches. In particular, the RBAC model has 
been used to define their security policy. 
Because of a lack of native means to express 
confinement and dynamic security 
requirements of workflow systems, the RBAC 
model is not fully satisfactory. These works are 
generally based on (1) specifying the global 
security policy and (2) defining a centralized 
management procedure that controls the 
workflow execution. So, they do not deal with 
managing the information flow control. 

To remedy to these limitations, we suggest 
managing the workflow security policy using 
the OrBAC (Organization Based Access 
Control) model and using a DTE (Domain Type 

Enforcement) approach to take into account 
the information flow control. 

Realization 
The OrBAC model defines two useful notions 
for workflow security management. The first is 
the organization which can be seen as an 
organized group of active entities. Workflow 
tasks may be executed in the same or different 
organizations. If they are executed within the 
same organization, the policy has to manage 
security in this organization. The notion 
becomes more useful if workflow tasks are 
executed in independent organizations. In this 
case, flows between different organizations 
must be managed. The second useful notion 
defined in OrBAC is the context. A context is an 
entity used to express permissions or 
prohibitions that depend on some specific 
circumstances. A context corresponds to any 
constraint or extra conditions that join an 
expression of a rule in the access control 
policy. OrBAC classifies contexts according to 
their type. A provisional context depends on 
previous actions the subject has performed in 
the system. In other words, it is considered as 
a history of execution. Provisional contexts are 
very interesting in the domain of WFMS since 
the execution of a task depends on the history 
of execution of precedent tasks. Also, it 
permits the definition of a dynamic security 
policy according to contexts, a very useful 
requirement in WFMS.  

Using these OrBAC concepts, we define a 
model for specifying workflow processes [2]. 
Then, we define the WFMS security policy that 
we have to associate with the workflow model. 
Such a policy deals with access and 
information flow control. It is based on OrBAC 
rules. The information flow control part is 
based on a DTE (Domain Type Enforcement) 
approach [3]. It uses DTE principles, especially 
the "Entry point" concept, to define 
information flow control rules. 

Afterwards, we show how to manage this 
WFMS security policy to control the workflow 
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execution in a distributed manner. For this 
purpose, we define an algorithm to generate 
the local security policy associated with the 
execution of each task that composes the 
workflow. The global policy and the petri net 
model associated with the workflow execution 
are provided as inputs of the algorithm [4]. 

Our approach differs from previous works by 
defining a dynamic management of workflow 
authorizations and by considering a security 
policy that takes into account information flow 
control. This approach based on the DTE 
model is more robust and flexible than the MLS 
(Multi-Level Security) approach used in other 
works. 

Conclusion 
Until now, we have presented a petri net 
based model for moddeling workflows and we 
have defined the associated security policy. 
This model and security policy are based on 
OrBAC concepts. Thus, they reuse organization 
and context notions defined in this access 
control model. Our security policy takes into 
account different temporal constraints between 
two tasks. It is composed of a general security 
policy, a coordination security policy and an 
information flow control policy. In a second 
part, we have presented an algorithm allowing 
us to synchronize authorization flows with 
workflow execution. This algorithm defines 
how to execute the suggested model in a 
distributed WFMS environment.  

As part of future work, we shall enrich our 
algorithm by handling information flows 

between different organizations. Indeed, 
organizations must exchange flows to have 
knowledge of what is happening globally in the 
system. These flows must be managed in 
order to keep a secure execution environment 
of the process. Exchanging flows between 
organizations must be compliant with the 
confinement principle. Thus, these exchanges 
have to be controlled in order to keep a secure 
environment of execution processes. 
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Introduction 
The Protekto project's goal is to create a 
platform for content providers which integrates 
the recent technologies for authentication and 
authorization, capitalising on Télécom 
Bretagne work and competences of the SWID 

company. Regarding authentication, Protekto 
will use the OASIS standard SAML 2.0 
(Security Assertion Markup Language) [1] and 
the OpenID 2.0 protocol (see 
http://openid.net/developers/specs/) adopted 
by users. And for the authorization part of 
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Protekto, the OrBAC model and the XACML 
standard will be used. 

Delegation of this security functions is a 
solution that reduces costs and increases 
security, moreover users will take advantage of 
the last technological advancements in 
security. The content provider’s work will be 
facilitated with only the contents production 
and the users will appreciate the single sign on 
and the identity management. 

Realisation 

The first part of the project is about 
authentication, researches about how to 
integrate OpenID and SAML together in the 
platform were performed. SAML 2.0 is an 
advanced solution for exchanging security 
information but is also more complex than 
OpenID. As for OpenID, the number of users 
and sites is growing and potential users 
number is more than 350 millions, this recent 
protocol is very interesting for users with the 
managing of their identity. 

We made an OpenID identity provider (using 
the version 2.0 of OpenID), allowing users to 
create their identity, manage attributes with 
profiles and information sent to sites they visit, 
and personalized their OpenID identity page. 
Interaction between users was also a concern, 
users can manage a buddy list and send 
messages to friends registered on this identity 
provider. Moreover in order to ease the use of 
our provider, efforts were made for the 
interface and two different implementations in 
XHTML and flash were developed. 

Protekto is also an OpenID consumer, and 
then users registered to another OpenID 
provider are able to use our platform. As 
OpenID is a fully decentralized system, we 
were able to validate our work with different 
OpenID enabled sites on the Internet. 

Regarding security requirement, OpenID is a 
weak form of authentication, and then it is not 
appropriate for sensitive transactions like 
electronic payment. SAML 2.0 is more secure 
for these operations, it permits assertions 
about authorization and can be used with the 
XACML standard. But it is less practical for the 
user who needs to be registered to a provider 
belonging to the circle of trust. That is why our 
platform uses these two protocols, OpenID 
very interesting for users and SAML more 
secure for providers with sensitive contents. 

We began an authentication server using SAML 
with an OpenID consumer part. We let users 
choose if they want to be authenticated using 
their OpenID identity (from our OpenID 
identity provider but also from other 
providers). After authentication, information 
are exchanged using SAML 2.0 and if an 
OpenID identity is used then a specific SAML 
2.0 authentication context for OpenID is 
needed. 

A registration of Protekto at the Agency for 
Protection of Programs (APP) was made by 
Nora Boulahia-Cuppens, Frédéric Cuppens, 
François Wang (Télécom Bretagne), and 
Stéphane Morucci (SWID). 

Future work 

Future work will consist in adding 
functionalities to our OpenID identity provider, 
and finishing to integrate SAML 2.0 to the 
Protekto platform. Then the second part 
concerning authorization, the XACML profile 
will be added for access control. Télécom 
Bretagne work on the OrBAC model will be 
valued thanks to their tools they developed 
which adapt OrBAC policies to XACML. 
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Introduction 

Intrusion detection is achieved through the use 
of network probes and host-based probes 
which detect suspicious or malicious actions. 
Those probes generate messages upon the 
detection of such actions. Such messages are 
called intrusion detection alerts and must be 
processed by the system administrator to 
monitor attempts to violate the security policy. 
However, this task becomes almost impossible 
due to the high number of alerts generated per 
day (up to several thousands), most of them 
being false positives, i.e alerts not related to 
real attacks. Intrusions can be very complex 
and detecting them involves the correlation of 
several alerts. 

In this context we have designed the CRIM 
module (Correlation and Reaction to Malicious 
Intrusion) to help the system administrator 
manage the intrusion detection alerts. 

This research work is partially funded by the 
European CELTIC project RED (Reaction After 
Detection). It is also part of a thesis supported 
by ANRT through a CIFRE grant and 
undertaken within a collaboration between 
TELECOM Bretagne and ALCATEL-LUCENT.  

Realization 

The CRIM module [1] is composed of several 
modules which accomplish the following tasks 
(see figure 1): 

• alert management: alerts generated by 
several probes are centralized in a 
database for further processing 

• alert aggregation and fusion: similar alerts 
are grouped and then merged to lower the 
number of alerts to process 

• alert correlation: alerts related to the same 
intrusion are linked and ponderated to 
present a comprehensible scenario to the 
system administrator 

• attack anticipation: this module generates 
virtual alerts to anticipate the evolution of 
incomplete scenarios of attacks 

• response to scenarios: this module finds 
the most effective responses to block a 
scenario or cancel the effects of an attack 
scenario 

 

Figure 1: The CRIM architecture 

The aggregation/fusion module uses similarity 
functions between alert attributes and a 
similarity threshold to aggregate similar alerts. 
Weights are defined over alert attributes to 
comply with the fact that some attributes have 
different meanings. Compared to other rule-
based aggregation systems, this module can 
process previously unseen alerts. 

The correlation and response modules rely on 
a semi-explicit approach based on the 
description of elementary attacks instead of 
complete scenarios of attacks [2]. Elementary 
attacks are described through the expression 
of their pre-condition and post-condition. First 
order logic is used to describe those conditions 
and we have already identified a set of 
predicates allowing us to describe several 
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attacks. This approach automatically discovers 
based on the description of elementary 
attacks. In order to describe the attacks and 
the counter-measures available to the 
response module, we have designed the 
LAMBDA language. 

We have defined a set of predicates to specify 
both network and system attacks in LAMBDA 
and developed a CRIM module that provides a 
friendly interface to specify attacks in LAMBDA. 
This module is currently being tested in the 
context of ad-networks and VOIP (Voice Over 
IP) intrusions.  

The response functionality implemented in 
CRIM is based on the anti-correlation principle 
which provides means to automatically select 
possible counter-measures capable of ending 
the detected intrusion [3]. This approach uses 
a library of counter-measures also specified in 
the LAMBDA language. However, counter-
measures may actually have side effects and 
can be as harmful as the detected attack. To 
deal with this issue, we improve the reaction 
selection process by giving means to quantify 
the effectiveness and select the counter-
measure that has the minimum negative side 
effect on the information system. To achieve 
this goal, we adopt a risk assessment and 
analysis approach [4]. 

The various CRIM modules presented above 
have been implemented in C++ and tested on 
several realistic scenarios. The software is 
registered at the APP (Agence pour la 

Protection des Programmes) with reference 
IDDN.FR.001.250007.000.R.P.2005.000.10000. 

Conclusion 
The CRIM modules have all been implemented 
and tested on alerts generated by open source 
probe, especially Snort and Bro. Researches 
are still ongoing in the RED project to test 
CRIM and enhance the response function. 
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Introduction 
Information systems security is realized 
through the use of different technologies, 
some of them being preventive, such as 
authentication, encryption and access control, 
and others being corrective, such as anti-
viruses and intrusion detection systems. These 
different tools are deployed with respect to a 

predefined security policy, which aims at 
describing what should be done to preserve 
confidentiality, integrity and availability of the 
resources and services. 

Intrusion detection aims at reporting alerts 
characterizing violations of the security policy, 
in particular linked with malicious activity 
(attacks) [1]. However, most of the time, 
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reported alerts have to be managed by the 
security administrator, which has to manually 
launch countermeasures ensuring that the 
security policy is no longer violated. However, 
triggering the most adequate countermeasure 
is far from being trivial, for at least two 
reasons: (1) the security administrator requires 
a strong expertise of the information system 
configuration, and (2) he has to analyze a 
huge number of alerts to select a 
countermeasure. This opens a time window of 
opportunity for an attacker to successfully 
exploit its advantage. Consequently, we argue 
that one should focus on automated reaction 
towards threat. Our work is based on the fact 
that a lot of work has been done both in the 
fields of intrusion detection and security 
policies formalization. We assume that 
intrusion detection diagnosis is reliable enough 
to provide dynamic reconfiguration of the 
security policy in order to respond to threat. 

This work is realized between Institut 
TELECOM/TELECOM Bretagne and France 
Telecom R&D, through the PhD thesis of 
Yohann Thomas. It is also supported by ANRT 
(CIFRE convention). 

Realization 
We propose to make use of OrBAC 
(Organization-based Access Control) to define 
a security policy that dynamically adapts to 
current threats. Threat is characterized 
through intrusion detection diagnoses. Our 
system triggers threat contexts which 
dynamically activate security policy rules 
ensuring response [2]. In addition, OrBAC 
provides means to define a generic policy at 
the abstract level, which is locally enforced at 
the concrete level. This methodology facilitates 
the deployment of the policy at a large scale, 
and ensures to take local countermeasures, 
which are well-suited to face the detected 
threat.  

 
Figure 1. Threat response system architecture 

Figure 1 shows the proposed architecture for a 
threat response system. An Alert Correlation 
Engine (ACE) is due to collect events from 
various sensors on the network and to provide 
relevant alerts as an input for the system. A 
Policy Instantiation Engine (PIE) is in charge of 
triggering threat contexts considering alerts 
and activating new policy rules ensuring 
response to threat. Policy rules instantiated at 
the PIE level are then processed by a Policy 
Decision Point (PDP), which is able to decide 
how to manage enforcement. Thus, as 
opposed to the PIE, the PDP is a local 
decisional entity, aware of the Policy 
Enforcement Points (PEPs) capabilities. The 
PDP decides what configurations are to be 
actually pushed to the PEPs to effectively apply 
the new policy rules. Note that PEPs may be of 
various kinds: a firewall, an authentication 
server, a mailserver, a router, a quarantine 
system, etc. 

Conclusion 
In this work, we aim at connecting monitoring 
systems (intrusion detection) with security 
policies in order to provide response to threat. 
We show that the OrBAC formalism allows to 
accomplish this task. A prototype of the threat 
response system is developed [3] to 
dynamically activate security rules in response 
to alerts thanks to a mapping strategy which 
provides means not only to react specifically to 
a considered intrusion, but also to protect 
other threatened entities of the information 
system. 
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Introduction 
Recent advances in intrusion detection have 
made it possible to assess the different alerts 
generated from heterogeneous IDSs and react 
efficiently against some a priori known threats. 
However, current prevention techniques 
provide restrictive responses that apply a local 
action in a limited information system 
infrastructure.  

RED (Reaction After Detection) is a CELTIC 
project that aims to define an in depth and 
comprehensive approach for responding to 
intrusions in a precise and efficient way. This 
new direction considers not only the threat and 
the architecture of the monitored information 
system, but also the security policy; the 
corresponding security objectives, the 
contextal data and the different operational 
constraints. The proposed reaction workflow 
links the lowest level of the information system 
corresponding to intrusion detection 
mechanisms, including misuse and anomaly 
techniques, and access control machanisms 
with the higher level of the security policy. The 
proposed reaction workflow evaluates the 
intrusion alerts in three different levels: the 
local, intermediate and global levels. It then 
reacts against threats with appropriate counter 
measures in each level accordingly. 

This research work is funded by the European 
CELTIC project RED (Reaction After Detection).  

Realization 
The reaction mechanisms may be seen in 
different ways. One may react directly and 
locally but the threat may propagate due to 
the malicious strategy followed by the intruder. 
The second idea consists in considering the 
security policy of the monitored information 
system and reacting against the threats by 
taking advantage of the security policy and its 
flexibility to adapt the current specification 
with the detected threat.  

In RED, we suggest a mechanism that may be 
seen as an auto adaptive model that starts 

from the security policy management of the 
monitored information system. The different 
specifications of this information system are 
expressed using the different security 
objectives and requirements in addition to the 
different security rules that are expressed as 
permissions, prohibitions and obligations.  

We suggest using the OrBAC (Organization-
based Access Control) model to define a 
security policy that dynamically adapts to 
current threats. Threat is characterized 
through intrusion detection diagnoses. Our 
system triggers threat contexts which 
dynamically activate security policy rules 
ensuring response [1]. In addition, OrBAC 
provides means to define a generic policy at 
the abstract level, which is locally enforced at 
the concrete level. This methodology facilitates 
the deployment of the policy at a large scale, 
and ensures to trigger different levels of 
reactions, which are well-suited to face the 
detected threat.  

The low level tools include intrusion detection 
and access control mechanisms that are 
implemented locally to monitor the information 
system are configured according to the high 
level security specifications. Then, according to 
the different alerts generated, the alerts are 
forwarded to the upper level whenever it is 
necessary, after traversing the different 
reaction levels, to evaluate the current system 
state where either direct responses are 
launched or the whole security policy is 
changed according to the detected threat.  

We define three levels of reaction; (1) low 
level reaction, (2) intermediate level reaction, 
and (3) high level reaction. Each level 
considers particular security requirements and 
deploys appropriate security components and 
mechanisms to react against the detected 
threats.  

The low level reaction corresponds to actions 
that are executed automatically just after an 
intrusion is detected. Therefore, it is possible 
to immediately respond to an attack. This may 
be done, for example, by adding a reaction tag 
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inside the corresponding detection rule 
signature managed by some Intrusion 
Detection System. We should note here that 
the reaction must be consistent with the 
minimal security policy. As a matter of fact, if a 
service should be active for any circumstance 
then a reaction, which consists in stopping this 
service, should not be launched. 

The intermediate level of reaction is based on 
a diagnosis of the intrusion process (for 
instance provided by CRIM) and used to 
improve the reaction process. Activating an 
automatic or a manual response depends on 
the confidence level of the diagnosis and the 
automatic choice may be performed by 
measuring the impact of the corresponding 
reaction. At the intermediate level, anti-
correlation [10] may be used as a way to find 
automatically a set of reactions in order to stop 
a global attack scenario. Some correlation and 
fusion tools, implemented during the last 
decade, provide a set of counter measures that 
may be either activated automatically or let the 
administrator choose the appropriate ones for 
security agility considerations.  

Finally, the global level reaction aims to 
dynamivally trigger new rules of the security 
policy according to the current threat. For this 
goal, contexts are used for renewing the 
security policy according to the detected 
threat. Three steps are performed at this level; 
activating contexts, triggering generic policy 
rules accordingly and producing a coherent set 
of rules to deploy while ensuring conflict 
resolution with the minimal security 

requirements. As a result of this level, a new 
policy security is redeployed as long as the 
threat or its consequences remain present. A 
return to a non threat situation is then 
performed by the threat context deactivation 
operation.   

Conclusion 
In this work, we aim at connecting monitoring 
systems (intrusion detection) with security 
policies in order to provide response to threat. 
The OrBAC formalism is used to accomplish 
this task. A prototype of the threat response 
system is developed [2] to dynamically 
activate security rules in response to alerts 
thanks to a mapping strategy which provides 
means not only to react specifically to a 
considered intrusion, but also to gobally 
protect other threatened entities of the 
information system.  
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Introduction 
Most current intrusion detection systems are 
signature-based. The major limitation of this 
technique is its incapacity to detect new 
attacks, which by definition cannot be in the 
database of signatures. Facing this problem, 
anomaly detection is particularly interesting. 
The main principle of anomaly detection is to 
build a reference model of a given entity 
behavior (user, machine, service, or 
application). A deviation from this model is 
considered as an attack attempt. 

DADDi (Dependable Anomaly Detection with 
Diagnosis) is an ACI project funded by the 
ANR (2004-2007) that deals with intrusion 
detection techniques. The project consortium 
includes 4 academic institutes (Supélec, CRIL, 
TELECOM Bretagne, IRISA) and one industrial 
partner (Orange Labs). 

The first objective of this ACI is to propose 
new anomaly detection explicit approaches. 
Such approach exhibits several problems. First, 
it is difficult to define what is explicitly 
significant in the modeled behavior. Then, it is 
necessary to take into account the normal 
evolutions of the observed behavior. 
Enhancing the explicit approach is thus a first 
objective of this project.  

As a second objective, DADDi suggests to 
introduce an implicit approach based on a 
classical approach of the dependability 
domain: the design diversity. The goal is to 
forward any request to several modules 
implementing the same functionality, but 
through diverse designs (diversified COTS 
servers). Any difference between the results 
obtained can be interpreted as a possible 
corruption of one or several modules. In both 
cases (explicit and implicit), the dependability 
properties of the Intrusion Detection System 
(IDS) are also a main concern. Studying these 
properties is the third objective of this project, 
in order to bring intrusion tolerance properties 
to the anomaly detector. 

Realization 

 

Fig 1: New attack detection with explicit approach 

A first part of our work focused on anomaly 
detection with explicit reference model. We 
have investigated new methods and tested 
them over the DARPA 98 traffic database. We 
have proven their efficiency and their 
application have exceeded the wining entry of 
the KDD 99 data intrusion detection contest. 
Our contribution in this project is threefold.  

The first is the necessity to improve machine-
learning methods by adding a new class.  New 
instances should be classified since they 
should not be classified as any of the known 
classes present in the learning data set [2]. 

The second contribution consists in introducing 
some necessary conditions that should be 
verified by a rich transformation function. This 
last point was not taken into account during 
the transformation of the DARPA98 into KDD99 
data sets. As a result, many attacks traffic 
became identical to normal traffic after 
transformation. We have shown that SNMP 
attacks were classified as normal traffic for this 
reason [2]. We have then modified the 
transformation function to detect attacks on 
SNMP traffic, to match the necessary 
conditions for this service. By modifying only 
the method of calculation of two attributes, we 
improved in a considerable way the rate of 
detection of the attacks on this service. But in 
spite of these good results the transformation 
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function has a limitation that it depends on 
services that are considered [1]. 

The third contribution deals with attack 
identification. We consider individual attacks 
instead of attack categories. This may help to 
take some appropriate reactions after 
detection according to the specific attacks. K-
Nearest Neighbor (kNN) and Principal 
Component Analysis (PCA) methods are used 
and compared for intrusion detection. KDD 99 
network data are used for validating the two 
methods.  

The second part of our work in the DADDi 
project focuses on the dependability of an 
intrusion detection architecture based on the 
implicit approach. We use an architecture that 
ensures both confidentiality and integrity at 
the COTS server level and we extend it to 
enhance availability. Replication techniques 
implemented on top of agreement services 
(based on a consensus protocol) are used to 
avoid any single point of failure. On the one 
hand we assume that COTS servers are 
complex softwares that contain some 
vulnerabilities and thus may exhibit arbitrary 
behaviors. While on the other hand other basic 
components of the proposed architecture are 
simple enough to be exhaustively verified [3].  

We have conducted performance evaluations 
to measure the additional cost induced by the 
mechanisms used to ensure the availability of 
the secure architecture. As each HTTP request 
involves the use of the atomic broadcast 
service, its cost had to be carefully evaluated. 
Moreover, since HTTP requests are 
sequentially executed, the throughput of the 
service can be severly degraded. We aimed at 
identifying some of the parameters that may 
impact the cost of the atomic broadcast 
service. We measured the mean request 
delivering duration for a fixed arrival frequency 
of external requests. We sampled this measure 
for a varying number of processes and 
different consensus round durations. We found 
that the number of processes in the group only 
slightly influences the overall performance of 
the atomic broadcast service. In this 
experiment, the arrival frequency of external 
resquests is rather low (one request every 
400ms). In this case, the consensus round 
duration is of limited influence. This parameter 
is of major influence only when a failure 
occurs. In another experiment, we have 
considered a fixed value for the duration of the 

consensus round (1000ms) and we sample the 
mean delivering duration for various arrival 
frequencies of the externam requests and a 
varying number of processes. We found that 
when the arrival frequency of requests reaches 
a critical value, the mean request delivering 
duration increases significantly (to be 
published in 2008). 

Conclusion 
In the last period of the project, we have 
planned to apply these new results in explicit 
and implicit approach to web-based real-life 
traffic to compare and show the 
complementarities of the implicit and explicit 
approaches. 

The web-based traffic has been generated. It 
contains “normal” data, collected with no 
played  attack in front of a web server 
connected to Internet. Besides that, attacks 
have been played directly in front of the web 
server. This traffic has been transformed by 
the transformation function and will be studied 
very soon. 
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Introduction 
A Mobile Ad-hoc NETwork (MANET) is a 
collection of nodes that are able to connect to 
a wireless medium forming an arbitrary and 
dynamic network. The routing protocol ensures 
that all nodes at all times can reach all 
destinations in the network.  

In this context, several attacks can occur 
against security in order to disrupt the 
network. We especially investigate security 
properties of the Optimized Link-State Routing 
(OLSR) Protocol, a proactive routing protocol 
for MANETs. We analyze the possible attacks 
against the integrity of the network routing 
infrastructure, and present techniques to 
counter some attacks. Our main approach is 
based on a formal model to describe normal 
and incorrect node behaviors. This model 
allows us to derive security properties. The 
algorithm checks if these security properties 
are violated. If they are, detection occurs to 
allow the normal node to find a path without 
incorrect node behavior. 

This work is supported by the RED Celtic 
project and a French DGA (Direction Générale 
de l'armement) grant. 

Realization 
The Optimized Link State Routing protocol 
(OLSR) is the most popular routing protocol for 
MANETS. OLSR is based on an optimized 
flooding mechanism for diffusing link-state 
information. The core optimization is that of 
Multipoint Relays (MPRs): Each node must 
select MPRs from among its neighbor nodes 
such that a message emitted by a node and 
repeated by the MPR nodes will be received by 
all nodes two hops away.  

The availability properties in MANET routing 
protocols, especially OLSR, have been studied. 
Our approach is based on specifying these 
properties thanks to node profiles (honest and 
cooperative nodes). For this purpose, we use 
the Nomad model [1] to express node 

behaviors (normal and incorrect behaviors). 
Nomad combines deontic and temporal logics. 
Deontic logic is used to model permissions, 
prohibitions and obligations whereas temporal 
logic provides means to specify temporal and 
temporized constraints about actions occurring 
in the model. In Nomad, we model conditional 
privileges and obligations with deadlines. We 
also formally analyze how privileges on non 
atomic actions can be decomposed into more 
basic privileges on elementary actions. 

From these expressions, we can derive 
properties to specify a security policy [2]. 
These properties are woven into the OLSR 
protocol using Aspect-Oriented Programming 
(AOP) languages such as AspectJ. These 
properties are checked when a message is 
received in order to detect intrusions. Using 
this approach, a node  can detect several 
malicious behavior of other nodes including 
lazy, selfish, lying and secretive nodes.  

If a property is violated, a reaction occurs and 
the node attempts to find another path or 
Multipoint Relay (MPR) keeping the malicious 
node away. In this case, the node sends 
relevant information related to the detection to 
its neighborhood. The neighbors of this node 
record this information but do not fully trust it. 
A function allows nodes to compute the 
reputation in their neighbors. The reputation 
quantification allows nodes to choose the best 
path to reach another node. 

This approach has been validated through 
simulation. The simulation results show the 
different contents in the routing tables of 
nodes following two modes: (1) when the 
analysis mechanism is activated (i.e. nodes 
check if the security properties are violated) 
and (2) when the analysis mechanism is 
deactivated. We then analyze the topology 
with the normal node behavior, the topology 
with an intruder and without the analysis 
mechanism, and finally the topology with an 
intruder and the analysis mechanism. 
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1) Normal Node behavior simulation: We 
started our simulation with the normal 
behaviors of nodes without any attack. In this 
case, we noticed that none of the nodes 
chooses the future malicious node as MPR. 

2) Attack simulation: A malicious mechanism is 
now implemented in the OLSR code of one 
node which plays the role of a lying node by 
claiming incorrect links. This time, we 
observed that the malicious node achieved 
manipulating the routing tables of other nodes. 
A normal node changes its routing table with a 
false routing information. This change affects 
the routing tables of its neighbors. Without our 
analysis mechanism, none of the nodes can 
detect the malicious behavior. 

3) Use of the analysis mechanism:  In this 
step, all nodes except the malicious node run 
the same OLSR code in which the detection 
mechanism is implemented. As for the normal 
node behavior simulation, we notice that none 
of the nodes chooses the malicious node as 
MPR. Our approach can thus detect an 
incorrect node behavior and the algorithm 
chooses another path where this incorrect 
node behavior is not included. 

Conclusion and future work 
In [3], our approach to detect malicious 
behaviors in MANET is further explained. 
Through this study, we chose the OLSR 
protocol to analyze the availability 
requirements for MANETs. Several properties 
related to the availability have been expressed 
based on the specification of the protocol 
OLSR (these properties are compliant with the 
RFC3626) and malicious node profiles and 
used to deploy an intrusion detection and 
response technique. Each MANET node 
observes the messages received by its 
neighbors which provides means to check if its 
neighbor is malicious or not. This approach 
seems the most adapted for MANETs. 

As a main result, we provide a security 
extension to OLSR. Our primary issue with 
respect to securing MANET routing protocols is 
to ensure the network integrity, even in 
presence of malicious nodes. 

We are currently investigating secury protocol 
for group management, in large and dynamic 
ad hoc networks [4]. The protocol we suggest 
relies on the TGDH protocol. In comparison 
with the previous solution, our algorithm helps 
to uniformly dispatch the group key calculus 
on each node, and the global cryptographic 
tree is optimized. Moreover, we propose an 
authentication algorithm. Our algorithm 
provides several well-known security 
properties, such as nodes authentication, 
messages freshness, passive attacks resistance 
and known key attack resistance.  

As future work, we plan to develop reputation 
evaluation for such goup management protocol 
and define actice reaction mechanisms, 
including automatic exclusion of a malicious 
node from its group, based on this reputation 
evaluation. 
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Introduction 
With the emergence of web services, sharing 
data between entities from different security 
domains raises the issue of protecting sensitive 
resources. Access control and trust 
management are research topics that offer 
solutions to such an issue. Access control 
models offer a way of defining policies and 
rules for accessing protected data. In addition, 
many works have been done concerning the 
languages used to express the security 
requirements. These works have lead to an 
OASIS (Organization for the Advancement of 
Structured Information Standards) standard, 
the eXtensible Access Control Markup 
Language (XACML). Furthermore, trust 
management is essential in a public world 
interaction. That is, entities need to negotiate 
to establish a certain level of trust between 
them. A prototype for trust establishment 
called TrustBuilder was proposed in the 
literature [1]. It allows negotiating trust across 
organizational boundaries due to iterative 
exchanges of policies and certified attributes. 

Access control is important for private data 
protection and trust management is 
unavoidable if one needs to negotiate the 
access. This is why access control and trust 
management should be done simultaneously in 
heterogeneous worlds such as the web 
services. We consider that the negotiation for 
trust establishment is an usptream of access 
control management. We have been working 
on this idea to find a flexible framework that 
allows the expression of multiple access 
control models in web services. 

This research work is part of a thesis 
undertaken within a collaboration between 
TELECOM Bretagne and France Telecom R&D. 
It is also supported by ANRT through CIFRE 
under a contract number 1026/2005. It is also 

part of research work within the RNRT project 
POLITESS. 

Realization 
We have defined XeNA [2, 3] (XACML 
Negotiation of Access), a framework to 
integrate the negotiation for trust 
establishment within an access control 
architecture based on XACML. XeNA 
incorporates our proposed negotiation 
architecture [4] based on two modules; (1) the 
negotiation module that implements a resource 
classification based negotiation methodology 
and (2) the exception treatment module that is 
called whenever exceptions are raised in the 
negotiation process.  

According to our proposed resource 
classification based negotiation, resources are 
classified at three different levels. Ressources 
classified at level 1 are managed by direct 
policies without negotiation. Ressources at 
level 2 are managed by public access control 
policies that can be revealed. Within the class 
3 are resources managed by policies that 
cannot be revealed. That is, we have defined 
two strategies for obfuscation that are used to 
obfuscate such resources' negotiation policies. 
Besides, we have formalized a derivation 
process that allows obtaining attribute-based 
policies, i.e.  negotiation policies, used within 
the negotiation process. This derivation 
process is a correlation between the access 
control policies and the mapping policies. 
These mapping policies define the conditions 
of mapping concrete entities (subject, action, 
and object) into corresponding organizational 
entities (role, activity, view and context).  

Furthermore, we have specified the 
negotiation protocol that is used at the level of 
the negotiation module. This protocol can 
implement four different strategies of 
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negotiation. These strategies specify what 
should be negotiated given a negotiation 
policy. The negotiation protocol negotiates 
attributes in order to activate a permission 
rule. That is, we suppose that the access 
control policies contain only permissions. We 
proposed an algorithm [5] to rewrite policies 
containing prohibitions and permissions into an 
equivalent set of policies containing only 
permissions. Finally, a prototype was 
developped in order to implement and test the 
XeNA framework. 

Future Work 
We are aiming to specify the alternatives that 
are used at the level of the exception 
treatment module. Many possibilities may be 
studied such as defining classes of similarity 
between the resources. In case the accessed 
resource cannot be revealed, a possible 
alternative may be to propose a resource 
belonging to the accessed resource's classe of 
similarity. Furthermore, we need to specify the 
metrics that are used in order to choose 
between different negotiation's strategies.  
Finally, these improvements must be taken 
into account at the level of the proposed 
prototype.  
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Introduction 
Next Generation Network (NGN) constitutes 
the convergence between telecommunication 
and IT infrastructures, which is a loosely 
coupled layered architecture. The key 
evolution is the service creation in those 
networks where now third parties manage it 
either by operators. 

This approach drastically differs from the one 
used in traditional circuit networks where the 
vertical integration induces a centralization of 
the computational resource, of the service 
creation process and of the underlying 
business model.  

Service providers can now access core 
network capabilities through open and 
standardized interfaces, the parlay gateway 
based on APIs or through the parlay X 
gateway based on web services. 

On the other hand, location service is one of 
the most important capabilities provided by 
operator cellular networks. We studied the 
architecture and the added nodes that allow 
accuracy up to 5 meters in indoor and outdoor 
areas. It is expected that locations based 
services will be the killer application in NGN. 

Location information is a sensitive information 
that can imperil user integrity. We are 
interested on one security issue of those 
services delivered through Parlay X gateway, 
which is the privacy of end users. 

To secure service creation in NGN, we have to 
introduce some strict constraints on the access 
of third parties on operator networks through 
parlay gateways. In this way, privacy issue is 
investigated in service creation. 

This work is part of a Ph.D, funded by the 
FNADT project “Platform of security 
supervision and application to web service”, 
dedicated to securing service creation for 
Parlay and Parlay X which began in March 
2006.  

Realization 
We studied Parlay gateways. Parlay and Parlay 
X gateways play two essential roles: (1) 
protect operator networks from malicious 
manipulation of networks, and (2) map service 

commands into particular signalling protocols 
depending on the specificity of networks. 

The location-based services are presented as 
the future killer application [1]. This 
application uses a sensitive personal data so 
that protecting privacy of subscribers is 
required. To secure this application, we first 
studied the network architectures that provide 
users positioning. We then specify security 
properties and personal data to enforce 
security. We suggested to use pseudonymity 
when location based services are used through 
Parlay X gateway. So, we proposed to add a 
new "Privacy web service" to Parlay X gateway 
to act as a proxy between third parties and 
end user that ensures the use of pseudonyms 
of subscribers [2].  

We are currently investigating how to improve 
privacy web service to permit end user 
configure their privacy policy and how it can 
act as a complete retailer of location service.  

Future work 
We planned in future work to formally describe 
end user privacy and privacy providers. We 
intend to prove formally that end user privacy 
is ensured in services provided through Parlay 
X gateway. We tend to model privacy policy 
using the Orbac model. 

We also investigate the security requirements 
of composition. No standards and consensus 
exist. Many researchers suggest including 
security aspects in semantics for compositions. 
We aim to prove that a composed service 
obeys the security policies of each composed 
service. The service creation through 
composition is a new research field where 
security is not addressed. The expression of a 
global privacy policy of composed services can 
be addressed in future works. 
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Introduction 
The development of high-speed 
communication networks led to a growing 
interest for the deployment of security 
mechanisms related to the specificity of these 
environments. The Fastnet project (Fast 
Adaptative Secure Technology for high-speed 
NETwork) tackles the problematic of high-rate 
network traffic analysis: the proposed 
approach is to combine software security rule 
analysis and hardware architectures based on 
reconfigurable components. Network intrusion 
detection probe (NIDS) Snort [2] has been 
chosen as a use case, and the considered 
network link is Ethernet 10 Gb/s, up to 40 
Gb/s. 

Fastnet is a PRIR (PRojet d’Intérêt Régional) 
project funded by the Britany Region (2005-
2008). In this project, TELECOM Bretagne is 
associated with the R2D2 project (IRISA). 

Realization 
We carried out a state of the art on the 
software algorithms used or which could be 
used in Snort. Based on this work, a first 
selection of hardware filtering and string 
matching techniques adapted to the needs of 
snort was proposed [3].  

We have designed a new hardware 
implementation of a string matching engine 
based on a multi-character variant of the well-
known Aho-Corasick algorithm [4]. The 
proposed architecture model optimally exploits 
the current FPGA reconfigurable components. 
It combines in an efficient way, the use of the 
logic and memory resources of the FPGA. It is 
suited for searches on very large set of strings 
(tens of thousand of strings) and the proposed 
design has been validated through the 
implementation of a search engine suited to 
the processing of a subset of the Snort rules. 
An Altera Stratix FPGA component is targeted. 
By using traffic parallelization and circuit 
retiming techniques, we then show that 40 
Gbit/s traffic content scanning can be 
sustained [4]. 

 
   fig. 1 : Preprocessor Polsec in Snort Architecture 
 

We have also proposed a new functionality to 
Snort : a preprocessor dealing with « network 
policy monitoring ». To ensure the security of 
its information system, an orgnisation defines 
a security policy which applies to all its 
equipments. This policy is then translated in 
security mechanisms on each equipment. One 
translation of this policy applies to network 
traffic : it describes allowed and prohibited 
traffic in network policy rules. With these rules, 
we can describe both internal and 
inbound/outbound trafic. The role of IDS is to 
check that no policy violation occurs. As snort 
rules cannot be used to write network policy 
rules, thanks to its flexibility, we have 
developped a snort software preprocessor 
based on policy rules which monitors the 
network trafic [5]. 

Conclusion 
As a future work, we plan to process by 
hardware all the parameters of a Snort rule. 
This means that we have to combine packet 
classification to select packets into which 
looking for string matching. Packet 
classification is also useful to monitor network 
policy and we will see how to implement our 
snort preprocessor in hardware.  
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Introduction 
Current information systems are more and 
more distributed and require more interactions 
with external services to achieve business 
continuity. In this context, we have to secure 
the access to and usage of exchanged 
information and, insure that each party 
involved in some interoperability session must 
at least maintain its security level. To 
guarantee good interoperability exchanges, 
organizations need to share information with 
other participant about the services they 
provide. In addition, to be compliant with 
security requirements during interoperability, 
security policies have to be dynamic. One 
purpose of our recent works is to provide this 
dynamic behavior by taking care about context 
of access parameters. The context-aware 
security requirements may be met by using a 
contextual access control model to define the 
security policy of each party involved in the 
interaction, and OrBAC (Organization based 
Access Control) is an adequate model for this 
purpose. Elaborating an ontology based 
security model provides a mean to ensure 
sharing of understandable knowledge, in 
particular knowledge needed to derive the 
authorized accesses and usages during the 
interoperability sessions. We thus suggest 

context ontology to be combined with an 
ontological representation of the OrBAC model 
and show how it can be used to ease the 
security rules definition and derivation during 
interoperability sessions. 

Realization 
We suggest a formal approach called O2O 
(Organization to Organization) to deal with 
access control in an interoperability context. It 
is based on the concept of Virtual Private 
Organization (VPO) that enables any 
organization undertaking an interoperation 
with other organizations to keep control over 
the resources accessed during the 
interoperability phases. Thus, using O2O, each 
organization can define and enforce its own 
interoperability security policy. This 
interoperability security policy defines how 
subjects from some organization can access 
and use resources owned by other 
organizations in the VPO. In the O2O 
approach, VPO policies are expressed by use 
of the OrBAC model. Its built-in confinement 
principle ensures a secure interoperation and 
its structure based on organizations, roles, 
activities, views and contexts makes 
specifications of fine grained access control 
easier. In OrBAC due to the confinement 
principle, the scope of every security rule is 
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restricted to the organization to which the rule 
applies. 

We claim that many works for the security 
interoperability do not establish a clear 
separation between (1) the definition of the 
security policy to be applied in this context, (2) 
how it is expressed, (3) how it is administered 
and (4) how it can be managed. Our O2O 
approach gives a response to each of these 
issues. 

In the O2O approach, interoperability policies 
are always defined by the VPO parent 
organization and administered by a VPO. In 
this way, the VPO controls all the external 
accesses to the resources of the parent 
organization that is involved in an 
interoperation. Other issues are discussed in 
the published papers [1, 2]. In particular, the 
management of interoperability security 
policies is based on the concept of sphere of 
authority: each organization defines and 
manages its interoperability policies that are 
within its sphere of authority. At each moment, 
a VPO is within the sphere of authority of the 
organization which provides the access to its 
resources. An organization A is in the sphere of 
authority of another organization B if the 
security policy that applies to A is defined and 
administrated by B. Furthermore, O2O is 
flexible because it offers centralized, 
decentralized and hybrid management. 

To share understandable knowledge required 
to derive the permitted accesses and usages of 
the information during the interoperability 
sessions, we suggest context ontology to be 
combined with the OrBAC model and show 
how it can be used to ease the security rules 
definition and derivation during an 
interoperability session [3].  

For this purpose, mapping between context 
ontologies has been defined [4]. This mapping 
is based on detection of compatibility relations 
between ontologies and context revision 
operators. Context revision operators are used 
to adapt the mapping between security rules 
so that each organization involved in the 
interoperation can always enforce its security 
policy. This approach provides a framework to 
define interoperability security policies as 
suggested in the O2O model. Collaborative 

activities in a P2P environment are used as an 
example to illustrate our approach. 

Conclusion 
This is only a short overview of the main 
principles of the O2O approach. We are 
currently implementing our context ontology 
and mapping relations in MotOrBAC [5] such 
that the interoperability is acces control model 
independent. So, two organizations can 
interoperate although they do not apply both 
an organisation access control. Other issues 
are discussed in the referenced papers below. 
In particular, the collaboration of several 
organizations in a VPO may lead to creation of 
new objects. Clearly, these new objects do not 
belong to any of the members of the VPO. 
Managing accesses to new resources created 
in a VPO is an issue we are currently 
investigating. 
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Introduction 
Protection of sensitive data to ensure 
confidentiality, integrity and availability is an 
important issue for governmental organizations 
such as the French MoD. Solutions must 
guarantee the enforcement of security policies 
(such as the multi level security) established 
by these organizations to manage sensitive 
information. The notion of traceability is also 
an important challenge and even more when 
sensitive data have to flow through security 
levels (declassification).  

In this context, TELECOM Bretagne has been 
working for several year on information flow 
control models for multi-level security policies 
[1] and management of dynamic classification 
of data [2].  

We are currently investigating applicability of 
DRM techniques for managing sensitive data. 
This work is part of a thesis whose main 
objectives are to formalize how information 
flow control may be addressed by DRM 
techniques and develop relevant use cases for 
these techniques.  

Realization 

We start the research work by a state of the 
art of the different domains bound to the 
thesis subject. 

Non interference 

Since Non Interference is the most frequently 
used model to deal with information flow 
control the main variations of non interference 
(Generalized non Interference, Intransitive Non 
Interference, Abstract Non Interference) have 
been studied. 

Several extensions of non interference to deal 
with secure declassification of sensitive 
information have also been recently suggested. 
The notions of Who? What? Where? When? [3] 

are the main dimensions to analyze these 
different declassification proposals. Though the 
state of the art  is quite debatable, it defines 
the main requirements of a declassification 
based model. 

DRM techniques 

We have performed an overview of main DRM 
proposals, MPEG-REL, OMA-DRM, 
LicenseScript. These approaches are mostly 
used to protect commercial content with 
copyright (audio or video contents).  

More recently, it has also been suggested to 
use DRM techniques in enterprises to protect 
their sensitive data. Thus, existing EDRM 
(Enterprise DRM) solutions have been listed 
and several categories have been defined. 
Among the Open Source platforms, we 
investigate AXMEDIS (supported by an 
European Consortium) and  OpenIPMP (Open 
Source project supported by Open Mobile 
Alliance) which are two interesting solutions 

Regarding applicability of DRM in French 
governmental organizations, we notice that 
several referential have been published. We 
especially investigate the RGI (Référentiel 
Général d'Interopérabilité) and the RGS 
(Référentiel Général de Sécurité) with PRIS 
(politique de référencement intersectoriel de 
sécurité). These referentials define the French 
government models, which are compliant with 
RFCs and Open Source solutions. 

Future Work 

From a theoretical point of view, the 
specification of declassification properties will 
be one of our major concern. Regarding DRM, 
we will work on the comparison of existing 
DRM models and the analyzes of cited 
platforms. We shall also investigate the 
applicability of the Federated Rights Expression 
Model (FORM) [4], which allows a content 
provider to decide to trust external rendering 
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rights and external identities, and Onion Policy 
Administration Model (OPA) [5], a new model 
for super-distribution which provides a 
complete traceability of the content 
distribution. The Applicability of the (E)DRM 
models to Governmental Organizations will 
also be a direction of future work. 
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Introduction 
Over the previous several years, the world has 
witnessed an important evolution in the 
exchange of digital information due to 
advances in networks and communication. 
Networks localization and presence services 
and the increase in the computing capabilities 
of the different electronic devices made way to 
highly intelligent context-aware applications. 
Capturing security requirements of such 
applications in a policy-based security 
framework represent an interesting challenge. 

One of those new security requirements is 
usage control.  Usage control refers to the 
controls over data after it is released to some 
third party. It is undeniable that usage control 
in today's digital environment is of utmost 
importance and is needed in many applications 
such as: DRM applications, P2P, availability 
requirements, etc. Essentially, usage control 
define requirements that must be met before, 
while or after the use of some resource. 
Examples of possible usage controls are "the 
user must keep watching an advertisement 

window while watching the video" or "Within 
thirty days after the use of the resource, the 
user must pay for the use of the service". 
Among previous works on usage control are 
[1, 2].  

Salient features of future applications are most 
likely to include context-awareness and 
interactivity between the different service 
actors.  Therefore it seems reasonable to 
assume that for a policy-based system to 
adequately meet those requirements, it must 
enable the expression of some sort of dynamic 
contextual security rules such as “from 9AM to 
18PM, if any of my family members requests 
access to my files, I would like to be contacted 
to authorize the access”.  One may justly say 
that traditional access control systems relying 
on MAC, DAC or RBAC policies are too rigid for 
the expression of such security policies. Other 
more recent policy-based systems whose 
expressivity is arguably better suited for the 
expression of such policies are [3, 4, 5].  

In this thesis, we have focused our attention 
on the study of the different security 
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requirements in pervasive environments. In 
particular, we studied the best means for the 
expression of usage control and dynamic 
access control within an integrated single 
security framework. 

Realization 
We have first analyzed the security 
requirements of future applications, namely 
usage and dynamic access control, and studied 
the current policy-based security frameworks. 
We aim to develop an intuitive language with 
formal semantics for the representation of 
dynamic security requirements and provide 
operational formal interpretation of the 
developed language. From our analysis of the 
nature of dynamic access control and usage 
control, the notion of obligations appeared to 
be fundamental (the same conclusion was 
reached by previous works on usage control 
[1, 2]). Therefore, we have worked on the 
specification of an obligation controller for the 
interpretation of the dynamic part of our 
policy. In order to give formal operational 
semantics to the controller, we have studied 
the well established ECA paradigm from active 
databases and identified how active rules can 
adequately provide the controller clear formal 
operational semantics. Our final goal was to 
integrate the obligation controller with a 
context-aware access controller in a single 
security framework.   

Future work 
Future work consists of the finalization of our 
approach in order to have a single policy-
based security framework which encompasses 
traditional access control, dynamic access 
control and usage control. 
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Introduction 
Peer-to-peer refers to a class of systems and 
applications that employ distributed resources 
to perform a function in a decentralized 
manner. The resources encompass in 
particular computing power, data, network 
bandwidth and computers. The critical function 
can be distributed computing, data/content 
sharing, communication and collaboration, or 
platform services.  

The objective of the P2Pim@ges project 
relates to the definition and the development 
of a legal delivery system of music and video 
contents by using techniques of peer to peer 
(P2P).  Even if the concept of P2P became 
increasingly popular these last years (In 2004, 
in a tier-1 ISP, P2P file sharing accounted for 
more than 60% of traffic in the USA and more 
than 80% of the traffic in Asia), it remained 
confined to a more or less legal use of 
downloading files. The objective of 
P2Pim@age project is to study this technology 
in order to make of it a new electronic delivery 
system of contents. 

However, P2P systems are exposed to an 
unusually broad range of attacks because of 
their lack of central control or administration. 
So, besides the need to be robust against 
faults and sudden departure of nodes, as they 
are currently being designed, P2P systems also 
need to be robust against security threats.   

SERES coordinates and contributes to the 
security tasks of P2Pim@age to bring together 
a broad range of techniques, none wholly 
original, that can help to resist on attacks on 
P2Pim@ge system, identify synergies among 
them, and specify how they can be 
implemented. 

Realization 

SERES brings to the project its expertise in the 
field of the security of systems and networks, 
in particular its work related to the expression 
and the deployment of security policies in 
collaborative networks such as peer to peer, 
and its knowledge of expression and 
interpretation digital rights languages and 
management of super distribution.  

A first step towards securing P2Pim@ge 
system was to perform a risk assessment. We 
have specified the different actors of 
P2Pim@ges system. We classified P2P-specific 
attacks according to their intent, target and 
gravity (see Fig.1). Illicit Modification of 
Content by a Peer, Reverse Engineering and 
Cloning for Intellectual Property Theft, Obtain 
the Private Key of the Certification Server, 
Attacks on Data Related to Legal Issues, 
Intrusion and Takeover of the Management 
Server are The Top 5 of attacks that we have 
to mitigate.  

Fig.1: P2Pim@ges actors and relevant attacks 

 

Some security requirements have also been 
specified. They rest on P2Pim@ge client, 
content and network, privacy and legal 
aspects, DRM usage and agnosticity.  

We shall use risk analysis and security 
requirements results as inputs to the other 
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security tasks (authentication and identity 
management, intrusion detection, super-
distribution and legacy) that they have kicked-
off recently.  

Future Work and Conclusion 
We will use Data Rights Management (DRM) to 
address security issues of P2Pim@ge project. 
Our Federated Rights Expression Model 
(FORM) [1], allows a content provider to 
decide to trust external rendering rights and 
external identities. We then go further 
introducing identity providers, actions 
providers as we consider content providers. 
Thus, all kind of providers can define licenses 
specifying what can be done with the content 
they provide. FORM defines a new license 
model and interpretation mechanism taking 
into account all licenses issued by a federation 
of content providers. 

We will also make use of our new super-
distribution model called Onion Policy 
Administration Model (OPA) [2]. OPA provides 
a complete traceability of the content 
distribution. The content must keep track of all 
third-parties it crosses in the distribution chain. 
In this case, everyone can distribute the 
content and define a new license without any 
restriction. This administration model is easier 
to grasp than other super-distribution 
mechanisms especially when many distributors 
are involved in the super-distribution chain of 
given information content as it is the case in a 

P2P system. OPA is an adequate administration 
model upon FORM as it can be extended to 
handle data, methods and user profiles as 
well.  

The protocols associated to FORM and OPA will 
be specified, customized to P2Pim@age 
platform and implemented. 

The authentication of P2Pim@ge actors and 
the federation of identity of pairs are key 
problems in the projects. We intend to use our 
research works on interoperability of security 
policies, and developments performed in our 
platform Protekto (see the next sheet) to 
leverage P2Pim@ge tasks related to these 
aspects.  
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Introduction 
The possibility of storing data online appears 
as a value-adding service in the context of the 
soaring “society of information”. Indeed, 
having access to the Internet becomes more 
and more easy, with higher and higher 
available transmission rates in access 
networks, which renders transfer times 
reasonable, even for large files. Moreover, 
online storage systems are able to cope with 
document versioning, and to protect data not 
only against user device failures but also 
against disk failures, through the use of data 
replicates stored on different disks. 

For those reasons, many companies now 
propose a service of online data storage. 
However, while creating such a storage service 
implies owning huge memory capacities and 
affording the associated energy and 
warehouse costs, one can imagine using the 
smaller but numerous possible storage spaces 
of the service users themselves, as is done in 
peer-to-peer file sharing systems. In such a 
peer-to-peer storage system, the participants 
are at the same time the providers and the 
users of the service.  To work properly, a peer-
to-peer storage network needs that 
participants offer a sufficient part of their disk 
space to the system, and remain online often 
enough. However, both of those requirements 
imply costs (or at least constraints) for 
participants, who may be reluctant to devote 
some of their storage capacity to the system 
instead of using it for their own needs. 

Realization 
In this work, we consider that users behave 
selfishly, i.e. are only sensitive to the quality of 
service they experience, regardless of the 
effects of their actions on the other users. The 
framework of noncooperative Game Theory [1] 
is therefore particularly well-suited to study the 
interactions among peers. 

We therefore focus on the incentives that can 
be introduced to make participants contribute 
to the system, i.e. the changes that can be 
brought to the game to modify its outcomes. 

Note that the economic models developed for 
peer-to-peer file sharing systems do not apply 
to peer-to-peer storage services: in file sharing 
systems, the data offered by a peer can 
benefit to all other peers; in that sense the 
resource offered to the system is a public 
good. On the contrary, in a peer-to-peer 
storage system the memory space offered by a 
peer is a private good: it can be shared among 
different users but each part is then devoted 
to only one user. Therefore the economic 
implications of those systems are necessarily 
different. 

Eliciting participants to contribute 

We consider two possible incentive schemes, 
by suggesting that either each peer's use of 
the service should be limited to her 
contribution level (symmetric schemes), or that 
storage space be bought from and sold to 
peers by a system operator that seeks to 
maximize profit.  

The figure presented next illustrates the 
quantity Ci* that is exchanged by user i with 
demand function di and supply function si in 
the case of a symmetric scheme, and the 
quantity of storing capacity Ci

o (resp. Ci
s) that 

he offers (resp. buys) if an operator buys from 
and sells storing capacity to participants with 
unit price po (resp. ps). 

 

Which scheme to prefer? 

The main question addressed in this work is 
whether it is socially better to impose a 
symmetric scheme or to let a profit-maximizing 
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monopoly set prices. The performance 
measure we consider is social welfare, i.e. the 
total value that the system has for all 
participants. Under some assumptions on the 
peers utility functions, we derive a necessary 
and sufficient condition for symmetry-based 
systems to outperform revenue-oriented 
management.  

The figure below compares social welfare W 
obtained by using each scheme to the maximal 
reachable value of social welfare W* 
(assuming user preferences are parameterised 
by two independent values, a and b, with an 
exponential distribution of respective mean 
1/µa and 1/µb). 

 

We obtain that user heterogeneity tends to 
favor pricing-based schemes that are more 
flexible, and above a given user heterogeneity 
threshold even a monopoly-managed system 
will be socially better than a system imposing 
symmetry. Those results have been presented 
in [2], and a generalized version of the model 
has been submitted. 

Conclusions 
In this work we have addressed the problem of 
user incentives in a peer-to-peer storage 
system. Using a game theoretical model to 
describe selfish reactions of all systems actors 
(users and the operator), we have studied and 
compared the outcomes of two possible 
managing schemes, namely symmetry-based 
and profit oriented payment-based. Not only 
the size of the offered storage space was 
targeted with incentives, but as the availability 
and reliability is a particularly important issue 
in storage systems, the model also aimed to 
reduce churn. By comparing the social welfare 
level at the outcome in the two cases, under 
some assumptions on user preferences we 
exhibited a necessary and sufficient condition 

for a type of management to be preferable to 
the other: it appears that profit oriented 
payment-based schemes may be socially better 
than symmetric ones under some specific 
circumstances, namely if the heterogeneity 
among user profiles is high. 
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Introduction 
In case of an accident or a disaster occurring 
either on the road, in a factory, in a city, in a 
harbor or on a boat cruising close to the coast, 
three points are of the highest importance: the 
rapidity of the intervention of the brigade, the 
exactness, the completeness and the topicality 
of the critical information available at the level 
of the headquarter vehicle and the possibility 
for intervening agents to remain in permanent 
contact with that vehicle. 

The LoCoss project (Localisation et 
Communication pour les Services de Secours) 
deals with geo-localization, geographical 
information systems and wireless 
communication applied to disaster response 
management and coordination. LoCoSS aims 
at bringing significant improvements to the 
rescue brigades operations, terrestrial as well 
as maritime. The project includes several 
departments of Pracom (RSM, MO, ELEC) and 
several partners, École Navale, ENSIETA, LCPC 
Nantes, Véhipôle Saint Brieuc. It is a 3-year 
project, which is funded by Region Bretagne 
and which started on April 2006. 

Networks aspects 
The RSM team is involved in the networking 
aspect of this project. Many wireless 
communication technologies standards (GPRS, 
Wi-Fi, WiMAX, DSRC, UMTS…) could be used 
to offer a permanent IPv6 connectivity to 
onboard equipments through NEMO 
technology (Network mobility) and adequate 
interface selection mechanism. Therefore, the 
commanding vehicle is able to download 
continuously the necessary information into its 
local database, before the departure, during its 
travel and during the operation. Wireless 
duplex links will also be established between 
the vehicle and some members of the team 
equipped with a positioning pack, in order to 

trace their movements from the vehicle and to 
optimize operations management and the 
security of the persons. Since all pieces of 
equipment (in vehicles and on members of the 
team) will be provided with a full IPv6 
connectivity, the commanding vehicle or the 
headquarter will be allowed to directly request 
information from them.  

We made an in-depth study of the needs 
expressed by the rescue services that are 
involved in the project as client of the solutions 
and as experimenters. We identified several 
points that have to be developed in order to 
improve the viability of such a solution for 
critical missions. One of the strong 
requirements is the ability to give a priority to 
the flows depending on the relative importance 
of the data exchanged. It is also necessary to 
increase the availably of the network service, 
when one vehicle is out of range for all access 
networks, it is needed to provide it with IP 
connectivity through another truck acting as a 
relay. 
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Geo-localization aspects 
Thanks to the positioning technologies, based 
on EGNOS, aided by additional sensors to 
ensure a high level of integrity, the intervening 
vehicles will be able to navigate precisely and 
accurately up to the accident or disaster 
location and the main stationary headquarters 
(typically the fire station) will be informed 
precisely about their progress. For the difficult 
issue of tracking the firemen inside a big site 
such as a factory of a ship, novel positioning 
techniques such as high-sensitivity or assisted 
GPS receivers, combined with inertial sensors 
and 3D map-matching will be developed and 
experimented. 

As far as research on positioning is concerned, 
partner ENSIETA is presently investigating 
different positioning technologies that could be 
utilized for the challenging indoor navigation. 
The basic idea is to combine several 
technologies: high-sensitivity GNSS receivers 
for the areas where GNSS signals are 
penetrating, MEMS inertial measurement units 
for the traveled distance based upon the 
number and size of steps, the direction 
provided by the gyros and magnetometers and 
advanced map-matching algorithms based 
upon the 2D or 3D map of the area and the 
topological constraints (1). First results from 
the LoCoSS project concern the firemen 
localization in constrained environment (forest, 
indoor, city…) where GPS position is not 
precise enough. TELECOM Bretagne 
investigates also together with ENSIETA 
technical methods to improve localization 
accuracy within multipath environments. 

Geographical Information 
System aspects 
Finally, on top of the geolocalisation and 
communication infrastructure, a Geographical 
Information System (GIS) will act as 
computing software able to integrate, store, 
model, analyze and visualize spatially related 
data. The information system of the LoCoSS 
project will be used to build and to update an 
on-board database limited to the necessary 
information to support the operations in a 
given area. This “mobile database” will have to 
be extracted from the main one at security 
headquarters. Similarly, the main database 
located at the fire station will have to be 

interactively updated in real-time during the 
progress of the rescue operations. Amongst 
the interesting dynamic data to integrate 
within databases are firemen and vehicles 
positions and movements. The continuous 
recording of such data is essential for real-time 
following of actual operations. These studies 
are mainly covered by IRENAV from École 
Navale. 

Conclusion 
The project will develop mechanisms to 
acquire the real-time data coming from the 
geo-localized vehicles and people through the 
wireless communication links and to store 
them in an appropriate database. Spatio-
temporal queries to database will be developed 
to handle and display these dynamic data on 
the existing firemen’s interface. Overall 
objective will be to visualize the progress of 
the deployed forces and to make decisions in 
real-time thanks to the global view of the 
situation. A prototype system is planned to be 
built next two years to demonstrate with the 
partnership of fire brigades of Côtes d’Armor 
and Finistère departments the efficiency of the 
proposed security services. 
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Introduction 
The number of devices that rely on the 
Internet in order to provide the service users 
expect continue to growth in an astonishing 
rate. Unfortunately, as these services are used 
while traveling each device has to manage the 
mobility on its own. This is not efficient:  

• in terms of power consumption since each 
device has to reach a base station or an 
access point; 

• in terms of network burden, since the 
number of mobility events the network has 
to manage increase with the number of 
mobile terminals; 

• in terms of deployment complexity since 
each mobile device has to manage the 
mobility and then, has to be configured 
through an interface. Or simplest device 
such as sensor could use some auto-
configuration mechanisms.  

In order to solve these problems, IETF has 
designed a protocol call NEMO Basic Support. 
This protocol free mobile terminal of mobility 
management introducing a Mobile Router that 
will provide Internet connectivity to all 
equipments embarked in the mobile network. 
It will manage transparently mobility events, 
taking in charge the tunnel setup and tier-
down, the signaling with the Home Agent and 
the routing stuff. Embarked terminals will only 
have to manage their Internet connectivity in 
the same way they would do in a LAN.  

The REMORA ANR-RNRT project aims at 
developing technical solutions for complete 
management of the whole network mobility set 
of issues. The new capabilities implemented 
inside REMORA shall enable clever 
management of mobile networks and of their 
interconnection with multiple access networks. 

Technical approach 
The network mobility mechanism is based on 
the solution defined by the NEMO working 
group at the IETF. Extension related to 
multiple access management (MCoA: Multiple 
Care-of Address) and routing policies exchange 
have been integrated in the core architecture. 

The project specifically considers the following 
aspects: 

• mobility management on a flow-by-flow 
basis while improving reliability of the 
whole architecture. These capabilities will 
allow permanent access to the Internet for 
devices with reduced functionalities.   

 

• providing adaptive applications running on 
nested devices with connectivity 
information in order to allow them to 
adapt. 

 

• making application able to declare their 
needs to the mobile router, which takes 

mobile 
router mobile 

network
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them into account to manage the multiple 
interfaces and to route flows.  

Realization 
The team is mainly involved in this project in 
order to study and design the relation between 
mobile routers and applications running on 
nodes attached to the mobile network. It is 
also in charge to develop the multiple 
interfaces and policies management systems 
on the mobile router. 

Last year, a second version of the 
specifications have been issued. They cover 
the global architecture specification, the 
multiple interfaces management at the mobile 
router and the protocols used to announce 
network characteristics to the applications or 
to declare application needs to the mobile 
router. The API used by the applications to 
dialogue with the local connectivity manager 
and then with the mobile router has also been 
defined.  

The development of the policies management 
in the mobile router is on the way. The first 
version of the POLicy handler for Nemo, 
Application REsponsiveness and Fun 
(POLNAREF) has been provided to partners. It 
is responsible for making flow by flow routing 
decisions based on the environment 
surrounding the mobile router (Network 
Availability, Speed, Time of the day...), as well 
as predefined rules given by the administrator 
or the network operator. 

The Flow Protocol, which is the piece of 
software that will enable applications to adapt 
to the mobile network’s environment, is now 
ready to be integrated in POLNAREF and in the 
mobile nodes.  

Future Work 
In the next steps our work will be integrated 
with the components provided by the other 
partners. 

A final step would be the settlement of a 
demonstration testbed on which several 
experiments will be achieved in order to 
evaluate our global architecture and to 
compare it with existing proposals.  

Conclusion 
The new solutions defined by the REMORA 
project will be actively supported and 
promoted by each partner in the ad'hoc 
standardization bodies. REMORA will also rely 
on the close relationship between some of its 
members and the WIDE Japanese consortium, 
especially the NAUTILUS6 working group 
whose R&D activities focus on standardizing 
NEMO mechanisms and testing them. REMORA 
achievement will provide input to improve the 
CALM standard (ISO TC204 WG16). It could 
help with two of the main challenges faced by 
this on going standard. The distribution the 
decision process between embarked devices 
and OBU (On Board Unit) is one of them. 
Another one stands in the way to exchange 
information between layers through the 
management plane as well as between entities 
inside the vehicle.  

The results of the project will lead to new 
approaches for a new generation mobile 
Internet. And those will allow mobile users to 
benefit from services that are more 
personalized. Thanks to its federative an 
innovative aspects, REMORA is really 
interesting for both the French academic and 
telecom industry communities. REMORA will 
also contribute to promote the IPv6 
deployment and the creation of new services 
associating information, entertainment and 
telecommunications. 
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Introduction 
Wireless Mesh Network (WMN) is a promising 
wireless technology for several emerging and 
commercially interesting applications. It is 
gaining significant attention as a possible way 
for Internet service providers and other end-
users to establish robust and reliable wireless 
broadband service access at a reasonnable 
cost. Different from traditional wireless 
networks, WMN is dynamically self-organized 
and self-configurable. In other words, the 
nodes in a mesh network automatically 
establish and maintain network connectivity. 

Ex-trem project 
The goal of the project is to give to the boats 
the continuity of communication services over 
the sea.  First of all, the effort is focused to the 
harbour area and the area close to the coast. 
Indeed the main requests are coming from 
those areas. The system is based on WiMAX 
technology. This project is linked to the « pôle 
de compétitivité Mer » with Alcatel, Thomson 
GrassValley, Morgan Conseil, C2 Innovativ 
System, IFREMER, Aker Yards, TELECOM 
Bretagne. The project is planned from 01/2007 
to 01/2010. The project is made of two stages 
as explained below.  

The first phase lasts from March 2007 to 
September 2007 and was dedicated to the 
study of what is already deployed in boat 
companies. This phase was very useful as we 
discovered that many services are already 
available, but they usually do not use IP. In 
addition, we gathered the demand for new 
services in these companies. 

The second phase started in September 2007 
and is dedicated to the definition of new 
services. The project is especially interested 
into the WiMAX technology, because it would 
allow covering larger areas at higher bit rate 

than the Wifi technology. Therefore, an 
important effort in the project is dedicated to 
study WiMAX transmission over the sea, to 
study how it can be improved, and to provide 
an architecture for its deployment. The action 
of TELECOM Bretagne in this project is split 
into 3 tasks. 

The Signal & Communication department will 
study the mesh capability with WiMAX. Indeed, 
although the range of WiMAX is much higher 
than with Wi-Fi, it will not be enough to cover 
large sea areas. Each boat having the 
proposed system acts as a node and is a relay 
for ships out of range of the Earth Based 
station.  This will allow us to increase the 
cover of the proposed services. In order to 
minimize the overhead communication for 
setting-up the network, we will develop 
approaches based on Ad-hoc networks and try 
to get an adaptative network. Our first task is 
to propose a multiple access technique where 
all the users will have the same code, same 
interleaver etc... the separation of the users is 
done by the unsynchronization of the different 
users [1]. This approach is based on 
Interleaved Division Multiple Access initialy 
proposed by L. Ping in 2002. The main 
advantage is that we won't need to allocate 
any spreading code to the different users. 

The second task of TELECOM Bretagne is the 
study of complementarity of heterogeneous 
networks for services support and the 
adaptation of the quality of the service in 
accordance with the network capacity. This 
work is conducted in the RSM department. It 
will contribute to the mesh network work 
conducted by the department of Signal & 
Communication by providing an automatic and 
dynamic routing protocol for boats. In order to 
do so, we are studying the state of the art of 
the mesh and ad-hoc routing protocols to 
propose an adequate solution that fits our 
case. Indeed, several techniques have already 
been defined for neighbor discovery, address 
auto-configuration and dynamic routing in 
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infrastructure-less networks. The first task of 
this work will be to list all these proposals 
whether they are standard or research 
concepts, and evaluate them. 

The last task of TELECOM Bretagne is the 
implementation of a platform and 
experimentations which allows the acquisition 
of real data. This task is conducted by the 
Electronic. Wireless mobile transmission 
systems are particularly sensitive to the state 
of the propagation medium and environment, 
which is generally highly variable both in time 
and space. The advent of digital 
communications raises new questions about 
the channel characteristics that require further 
studies. 

So, radio soundings and experimental radio 
links are routinely used to observe the 
transmission channels structure and their 
variations. For this purpose, a new wide band 
sounding system is presently being built. It will 
cover the whole bandwidth, from VLF to EHF. 
First experimental results have yet been 
obtained with the basic version of this 
sounding system between 5.4 and 5.8 GHz 
over radio links between a shore station and a 
moving ship. 
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Testbeds 

A showroom for practical IPv6 deployement 
Research Staff : Laurent Toutain, Bruno Stevant 
Keywords : IPv6, IPv6-IPv4 transition 
Applications : Home networks, SME networks,  
Partners & Funding : funded by Conseil Régional de Bretagne and European Commission. 

Introduction 
As IPv4 address space exhaustion becomes a 
short-term reality, the transition to IPv6 is now 
a major concern for Internet Access Providers, 
in order to sustain the growth of demand for 
connectivity. But large scale organizations are 
also concerned now by this transition, because 
the size of their infrastructure requires them as 
much anticipation. As an example, the US 
Federal administration is working on IPv6 
integration till the last 3 years [1]. In a 3 year 
time-frame, which is the current estimation for 
IPv4 address space exhaustion [2], SME,  
Home Networks, Administration Networks, all 
kind of organization will be concerned by IPv6 
integration, first to be visible by new IPv6 
customers and second to provide new services 
using IPv6. But what should be the strategy to 
adopt inside these networks to integrate IPv6 ? 

Realization 
Following the Point6 project, funded in 2005 
and 2006 by the Brittany Region Council, we 
joined a European funded project called 
Train2Cert. This project aims to define a 
common set of technical courses and practicals 
for students seeking certification. Our 
contribution to this project is to define courses 
and practicals focused on IPv6 deployement. 
These courses are dedicated to network 
technicians and engineers, who are the 
individuals directly concerned by IPv6 
integration. To define the practical approach to 
IPv6 deployement, we decided to reproduce in 
a laboratory the network infrastructure of a 
SME office and demonstrate how IPv6 can be 
integrated in such network. This plateform is 
available in a dedicated room with 

presentation and meeting facilities, called the 
IPv6 Showroom. 

On this plateform, we demonstrate the ability 
of the different services for an organization 
(front-office and back-office) to be available in 
IPv6 but also to be back-compatible with 
legacy IPv4 client. The network infrastructure 
of the showroom allows a service to be 
migrated from IPv4-only network to dual-stack 
(IPv4 and IPv6) network and finally to IPv6-
only networks. Clients of the plateform are 
available with the current offer of operating 
system (Linux, XP, Vista, MacOS X) and may 
also migrate from an IPv4-only network to an 
IPv6-only netwoks. With such plateform, we 
are able to experience any transition scenario 
for services and show the impact of this 
transition on any kind of clients.  

Future works 
We are currently working at expanding the 
number of scenario to be demonstrated in this 
showroom. At the moment, this plateform can 
demonstrate the migration of a web-service to 
IPv6. We plan to include services such as 
remote authentication, file-sharing and VoIP.   
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An Advanced Next Generation Mobile Open Network 
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Applications : ambiant networks, Voice over IP, Video on Demand,  
Partners & Funding : Thales, Budapest University, VTT, INRIA, TELECOM Bretagne in the 
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Introduction 
The current challenges of the Internet are to 
accommodate future needs and usages such 
as i) billions of fixed and mobile users and 
devices, ii) reliable transport of all type of data 
and iii) ubiquitous, seamless and uninterrupted 
access. This results in a growing demand of 

researchers and developers for an open 
testbed to validate complex applications, 
innovative services and new devices in a 
wireless mobile context. That is the goal of the 
2-year ANEMONE STREP project (Advanced 
Next gEneration Mobile Open NEtwork) that 
started in June 2006. 

 

The ANEMONE project will realize a large-scale 
testbed that provides the support of mobile 
users and devices and enhanced services by 
integrating cutting edge IPv6 mobility and 
multihoming initiatives together with the 
majority of current and future wireless access 
technologies. It will cover several campuses 
and metropolitan areas with a large spectrum 
of real end users for a pertinent evaluation of 
advanced services and applications. It will also 
offer a wide range of multimodal and open 
terminals such as laptops, PDAs, smartphones 
and an e-vehicle with a mobile router and local 

devices. The ANEMONE testbed will be firstly 
used by the ANEMONE consortium members 
for research activities in the domain of 
advanced mobility and related security issues. 
It will then be open to external researchers 
and will propose a complete infrastructure of 
service. 

Realization 
In 2007, we made lot of progress in the 
Anemone project. First, we deploy several 
services for IPv6 mobility and applications. We 
propose several servers (Home Agent, SIP 
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registrar and proxies, video streaming) for 
end-users. We develop a web interface for the 
use of these services, so any user can create 
an account and take advantage of the mobility 
support for example. 

Second, we proposed the design and the 
implementation of the Flow Binding 
mechanism [3]. This protocol allows a 
multihomed mobile node to distribute its flows 
among multiple interfaces. Thus a mobile node 
can spread its load over all active connections 
it may have. 

Third, we dedicated lot of effort to the 
promotion of the testbed. In that purpose, we 
develop two demonstrations, and organize a  

promotion day for Anemone. The first 
demonstration took place at the PRACOM 
seminar in June 26th and 27th 2007, where 

three bicycles were equipped with tablet PC 
and PDA. They were communicating with the 
audience via VoIP and instantaneous 
messaging applications. A special bicycle was 
equipped with a mobile router that manages 
the mobility of all bicycles. The second 
demonstration took place at Rennes during the 
Anemone Promotion Day on December the 
12th 2007. The Anemone Promotion Day was 
an event to gather academic and industrials 
interested in IPv6 services. Its goal was to 
disseminate the Anemone testbed and to show 
what can be used by a third party. The 
demonstration consisted of two cars equipped 
with mobile routers. We were able to follow 
the itinerary of the cars on a map via Internet 
in real time. The Anemone Promotion Day was 
a success with more than 100 participants. 

Future work 
The Anemone project ends in October 2008. 
2008 will be dedicated to the integration of 
third party experiments, and the gathering of 
all IPv6 services. In that purpose, we develop 
a web interface where a user can select 
multiple services from the Anemone testbed at 
once. We also work on an application which 
embed all the services that we provide. 
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